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Preface

This guide describes how to install, configure, and use VERITAS NetBackup for DB2
agent on a Windows platform.

For specific information about the NetBackup server software, refer to:

¢ NetBackup System Administrator’s Guide for UNIX, Volumes | and I, if you have a UNIX
server.

or

¢ NetBackup System Administrator’s Guide for Windows, Volumes | and Il if you have a
Windows server.

This document is the same as NetBackup AdminGuide DB2 Win.pdf distributed
with the NetBackup for DB2 on Windows software.




Audience

Audience

This guide is intended for the:

¢ DB2 database system administrator responsible for configuring and using the
databases.

¢ NetBackup system administrator responsible for configuring NetBackup.

A system administrator is defined as a person with system administrator privileges
and responsibilities.

This guide assumes:

¢ A basic understanding of system administration.

¢ A working understanding of the NetBackup client and server software.

¢ A familiarity with the information covered in the following NetBackup manuals:
¢ NetBackup Backup, Archive, and Restore Getting Started Guide

¢ NetBackup System Administrator’s Guide for UNIX, Volumes | and Il or NetBackup
System Administrator’s Guide for Windows, Volumes | and |1

¢ NetBackup Troubleshooting Guide for UNIX and Windows.
¢ A thorough understanding of the following DB2 database topics:
¢ DB2 Administration
¢ DB2 Commands, particularly DB2 BACKUP, RESTORE, and ROLLFORWARD.

¢ DB2 User Exit Program

What Is In This Guide?

This guide is organized as follows:

¢ The Introduction provides an overview of terminology for NetBackup for DB2 on
Windows.

¢ The Installation chapter explains how to install NetBackup for DB2 on Windows on
your system.

¢ The Configuration chapter explains how to configure your system to use NetBackup
for DB2 on Windows. This information supplements the NetBackup System
Administrator Guides.

¢ Using NetBackup for DB2 on Windows explains how to use this product to backup
and restore your databases. This information supplements the NetBackup manuals.

- X NetBackup for DB2 System Administrator’s Guide for Windows



Getting Help

Using NetBackup for DB2 with SAP provides guidelines for using SAP, DB2, and
NetBackup together.

NetBackup for DB2 with Advanced Client explains how to use NetBackup for DB2
with NetBackup Advanced Client to perform snapshot backups of your DB2
database.

Troubleshooting provides troubleshooting information.

The Configuration for a DB2 EEE (DPF) Environment appendix contains special
instructions for DB2 databases in a DB2 Enterprise - Extended Edition (EEE) or
Database Partitioning Feature (DPF) environment.

Getting Help

VERITAS offers you a variety of support options.

Accessing the VERITAS Technical Support Web Site
The VERITAS Support Web site allows you to:

*

*
*
*
*
*
*
*

obtain updated information about NetBackup for DB2, including system
requirements, supported platforms, and supported peripherals

contact the VERITAS Technical Support staff and post questions to them
get the latest patches, upgrades, and utilities

view the NetBackup for DB2 Frequently Asked Questions (FAQ) page
search the knowledge base for answers to technical support questions
receive automatic notice of product updates

find out about NetBackup for DB2 training

read current white papers related to NetBackup for DB2

The address for the VERITAS Technical Support Web site follows:

*

http://support.veritas.com

Subscribing to VERITAS Email Notification Service

Subscribe to the VERITAS Email notification service to be informed of software alerts,
newly published documentation, Beta programs, and other services.




Getting Help

Go to http://support.veritas.com. Select a product and click “E-mail Notifications” on the
right side of the page. Your customer profile ensures you receive the latest VERITAS
technical information pertaining to your specific interests.

Accessing VERITAS Telephone Support

Telephone support for NetBackup for DB2 is only available with a valid support contract.
To contact VERITAS for technical support, dial the appropriate phone number listed on
the Technical Support Guide included in the product box and have your product license
information ready for quick navigation to the proper support group.

To locate the telephone support directory on the VERITAS web site
1. Open http://support.veritas.com in your web browser.

2. Click the Phone Support icon. A page that contains VERITAS support numbers from
around the world appears.

Accessing VERITAS E-mail Support
To contact support using E-mail on the VERITAS web site
1. Open http://support.veritas.com in your web browser.

2. Click the E-mail Support icon. A brief electronic form will appear and prompt you to:
¢ Select a language of your preference
¢ Select a product and a platform
¢ Associate your message to an existing technical support case
.

Provide additional contact and product information, and your message

3. Click Send Message.

Contacting VERITAS Licensing

For license information call 1-800-634-4747 option 3, fax 1-650-527-0952, or e-mail
amercustomercare@veritas.com.

v
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NetBackup for DB2 Manuals

NetBackup for DB2 Manuals

The following manuals, along with the online help, are included in the NetBackup for
DB2 documentation set. For a more detailed listing of NetBackup documents, refer to
NetBackup Release Notes for UNIX and Windows.

If you have a UNIX server, refer to these documents:

*

VERITAS NetBackup System Administrator's Guide for UNIX, Volume |
NetBackup_AdminGuidel _UNIXServer.pdf

Explains how to configure and manage NetBackup on a UNIX server, including
managing storage units, backup policies, catalogs and host properties.

VERITAS NetBackup System Administrator’s Guide for UNIX, Volume |1
NetBackup_AdminGuidell_UNIXServer.pdf

Explains additional NetBackup features such as notify scripts, enhanced
authorization and authentication, and role-based security. The guide also discusses
using NetBackup with AFS, Intelligent Disaster Recovery (IDR), and the BE Tape
Reader.

NetBackup Media Manager System Administrator’s Guide for UNIX

Explains how to configure and manage the storage devices and media on UNIX
NetBackup servers. Media Manager is part of NetBackup.

VERITAS NetBackup Troubleshooting Guide for UNIX and Windows

Provides troubleshooting information for UNIX- and Windows-based NetBackup
products, including Media Manager.

If you have a Windows server, refer to these documents:

*

*

*

VERITAS NetBackup System Administrator’s Guide for Windows, Volume |
NetBackup_AdminGuidel_WinServer.pdf

Explains how to configure and manage NetBackup on a Windows server, including
managing storage units, backup policies, catalogs and host properties.

VERITAS NetBackup System Administrator’s Guide for Windows, Volume |1
NetBackup_AdminGuidell_WinServer.pdf

Explains additional NetBackup features such as notify scripts, enhanced
authorization and authentication, and role-based security. The guide also discusses
using NetBackup with AFS, Intelligent Disaster Recovery (IDR), and the BE Tape
Reader.

NetBackup Media Manager System Administrator’s Guide for Windows
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DB2 Manuals

Explains how to configure and manage the storage devices and media on Windows
NetBackup servers. Media Manager is part of NetBackup.

¢ VERITAS NetBackup Troubleshooting Guide for UNIX and Windows

Provides troubleshooting information for UNIX- and Windows-based NetBackup
products, including Media Manager.

DB2 Manuals

Glossa

For IBM DB2, you may also need the following manuals from IBM:

¢ IBM DB2 Universal Database for UNIX Quick Beginning

¢ |BM DB2 Universal Database for UNIX Command Reference

¢ IBM DB2 Universal Database Data Recovery and High Availability Guide and Reference

ry

If you encounter unfamiliar terminology, consult the NetBackup online glossary. The
glossary contains terms and definitions for NetBackup and all additional NetBackup
options and agents.

The NetBackup online glossary is included in the NetBackup help file.
To access the NetBackup online glossary

1. Inthe NetBackup Administration Console, click Help > Help Topics.
2. Click the Contents tab.

3. Click Glossary of NetBackup Terms.

Use the scroll function to navigate through the glossary.

Accessibility Features

NetBackup contains features that make the user interface easier to use by people who are
visually impaired and by people who have limited dexterity. Accessibility features
include:

& Support for assistive technologies such as screen readers and voice input (Windows
servers only)

-——v Xiv
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Conventions

*

Support for keyboard (mouseless) navigation using accelerator keys and mnemonic
keys

For more information, see the NetBackup System Administrator’s Guide for Windows,
Volume | or the NetBackup System Administrator’s Guide for UNIX, Volume I.

Conventions

The following conventions apply throughout the documentation set.

Product-Specific Conventions

The following term is used in the NetBackup for DB2 5.1 documentation to increase
readability while maintaining technical accuracy.

*

Microsoft Windows, Windows

Terms used to describe a specific product or operating system developed by
Microsoft, Inc. Some examples you may encounter in NetBackup documentation are,
Windows servers, Windows 2000, Windows Server 2003, Windows clients, Windows
platforms, or Windows GUI.

When Windows or Windows servers is used in the documentation, it refers to all of
the currently supported Windows operating systems. When a specific Windows
product is identified in the documentation, only that particular product is valid in that
instance.

For a complete list of Windows operating systems and platforms that NetBackup
supports, refer to the NetBackup Release Notes for UNIX and Windows or go to the
VERITAS support web site at http: //www. support .veritas.com

Typographical Conventions

Here are the typographical conventions used throughout the manuals:

Conventions
Convention Description
GUI Font Used to depict graphical user interface (GUI) objects, such as fields,

listboxes, menu commands, and so on. For example: Enter your
password in the Password field.
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Conventions

Conventions (Continued)

Convention Description

Italics Used for placeholder text, book titles, new terms, or emphasis. Replace
placeholder text with your specific text. For example: Replace filename
with the name of your file. Do not use file names that contain spaces.

This font is also used to highlight NetBackup server-specific or operating
system-specific differences. For example: This step is only applicable for
NetBackup Enterprise Server.

Code Used to show what commands you need to type, to identify pathnames
where files are located, and to distinguish system or application text that
is displayed to you or that is part of a code example.

Key+Key Used to show that you must hold down the first key while pressing the
second key. For example: Ctrl+S means hold down the Ctrl key while
you press S.

You should use the appropriate conventions for your platform. For example, when
specifying a path, use backslashes on Microsoft Windows and slashes on UNIX.
Significant differences between the platforms are noted in the text.

Tips, notes, and cautions are used to emphasize information. The following samples
describe when each is used.

Tip  Used for nice-to-know information, like a shortcut.

Note Used for important information that you should know, but that shouldn’t cause any
damage to your data or your system if you choose to ignore it.

Caution Used for information that will prevent a problem. Ignore a caution at your own
risk.

Command Usage
The following conventions are frequently used in the synopsis of command usage.
brackets [ ]
The enclosed command line component is optional.
Vertical bar or pipe (])

Separates optional arguments from which the user can choose. For example, when a
command has the following format:

-——v XVi
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Conventions

command argl|arg2

In this example, the user can use either the argl or arg2 variable.

Navigating Multiple Menu Levels

When navigating multiple menu levels, a greater-than sign (>) is used to indicate a
continued action.

The following example shows how the > is used to condense a series of menu selections
into one step:

% Select Start > Programs > VERITAS NetBackup > NetBackup Administration
Console.

The corresponding actions could be described in more steps as follows:
1. Click Start in the task bar.

2. Move your cursor to Programs.

3. Move your cursor to the right and highlight VERITAS NetBackup.

4. Move your cursor to the right. First highlight and then click NetBackup
Administration Console.
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Introduction 1

NetBackup for DB2 on Windows integrates the database backup and recovery capabilities
of DB2 commands with the backup and recovery management capabilities of NetBackup.

This chapter introduces NetBackup for DB2 on Windows and how it relates to both DB2
commands and NetBackup. Read this chapter for a description of:

¢ Terminology for NetBackup for DB2 on Windows
¢ Features of NetBackup for DB2 on Windows

¢ Technical Overview of NetBackup for DB2 on Windows




Terminology for NetBackup for DB2 on Windows

Terminology for NetBackup for DB2 on Windows

NetBackup Terms
This section describes NetBackup terms as they apply to NetBackup for DB2 on Windows.

NetBackup NetBackup backs up and restores files, directories, raw partitions, and
databases on client systems that have DB2 databases.

NetBackup policy NetBackup policies define criteria for backups and restores. These
criteria include storage unit and media to use, backup schedules,
clients, files to back up, or backup templates or scripts to execute.

NetBackup schedule NetBackup schedules control NetBackup operations such as: when
backups can occur, the type of backup (full, incremental) to perform,
and how long NetBackup retains the image (retention level).

Administrator-directed NetBackup administrators are able to perform remote backups of all
backups files, directories, databases, and raw partitions contained on client
systems within a client/server network via NetBackup interfaces.
User-directed backups and NetBackup users are able to perform backups of all files, directories,
restores databases, and raw partitions contained on client systems within a

client system. In the case of DB2, user-directed operations are
performed on the DB2 client via DB2 interfaces.

Graphical interfaces Graphical user interfaces are available for both users and
administrators.

Media Manager The Media Manager provides complete management and tracking of
all devices and media used during backups and restores.

Templates The NetBackup for DB2 on Windows wizards are used to create
backup and recovery templates used to perform DB2 backup and
restore operations. These wizards are initiated from the NetBackup
Backup, Archive, and Restore interface. A shell script should be
written for situations where a template does not provide all of the
required functionality.

For explanations of other NetBackup terms, consult the NetBackup online glossary. For
instructions, see the “Glossary” section in the Preface.

NetBackup for DB2 Terms

Full Backup A full backup copies all blocks into the backup.
(DB2 BACKUP DB SAMPLE)

v 2 NetBackup for DB2 System Administrator’s Guide for Windows



Terminology for NetBackup for DB2 on Windows

Incremental Backup

Differential Incremental
Backup

Cumulative Incremental
Backup

Automated Restore

bpdbsbdb2

An incremental backup is a backup of only those blocks that have
changed since a previous backup. DB2 allows you to create and
restore incremental backups of tablespaces and complete databases.

In a differential incremental backup, you back up all blocks that have
changed since the most recent full or incremental backup.

(DB2 BACKUP DB SAMPLE INCREMENTAL DELTA)

In a cumulative incremental backup, you back up all blocks that have
changed since the most recent full backup.

Cumulative incremental backups reduce the work needed for a
restore by ensuring that you only need one cumulative incremental
backup at restore time. Cumulative backups typically require more
space and time than Differential Incremental Backups, however,
because they contain all modifications since the last full backup.

(DB2 BACKUP DB SAMPLE INCREMENTAL)

An automated restore coordinates the restoration of a full backup and
all associated incremental backups. A single automated restore will
restore a full backup, an optional cumulative incremental backup, and
one or more differential incremental backups.

(DB2 RESTORE DB SAMPLE INCREMENTAL AUTOMATIC)

NetBackup for DB2 provides a command line utility, bpdpsbdb2, that
initiates template based user-directed backup and recovery. This
utility is also used to generate DB2 shell scripts from templates
created by the Backup Wizard.

DB2 Database Terms

This section describes DB2 database terms as they apply to NetBackup for DB2 on

Windowvs.

BACKUP DATABASE
command

RESTORE DATABASE
command

ROLLFORWARD DATABASE
command

DB2 script

BACKUP DATABASE is a DB2 UDB command which initiates the
backup of a database.

For details, refer to IBM DB2 Universal Database Command Reference.
RESTORE DATABASE is a DB2 UDB command which initiates the
restore of a DB2 database.

For details, refer to IBM DB2 Universal Database Command Reference.
ROLLFORWARD DATABASE is a DB2 UDB command which initiates
the rollforward recovery of transactions recorded in database logs.
For details, refer to IBM DB2 Universal Database Command Reference.

A DB2 script contains BACKUP DATABASE Or RESTORE DATABASE
commands.

Chapter 1, Introduction
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Terminology for NetBackup for DB2 on Windows

User Exit Program

Vendor 1/O Library

UDB
EEE

DPF

A program that manages the backup and recovery of the DB2
archived logs, used during rollforward recovery. The program is
called db2uext2.exe.

The Vendor 1/0 Library contains 1/0 functions provided by
NetBackup for DB2 on Windows in a DLL. The Vendor I/0 Library is
used by the BACKUP DATABASE and RESTORE DATABASE
commands to send data buffers between a DB2 database and
NetBackup.

Universal Database.

The IBM DB2 Enterprise - Extended Edition environment. This refers
to a database that is distributed across multiple hosts, or partitions. In
a non-EEE environment, the database is typically centralized on a
single host.

Database Partitioning Feature. This is equivalent to the Extended

Edition Environment (EEE), where a database is distributed across
multiple hosts, or partitions.

NetBackup for DB2 System Administrator’s Guide for Windows



Features of NetBackup for DB2 on Windows

Features of NetBackup for DB2 on Windows

This section describes the NetBackup for DB2 on Windows main features.

NetBackup for DB2 on Windows main features

Feature

Description

Media and device
management

Scheduling facilities

Multiplexed backupsand
restores

Transparent execution of
both DB2 and regular file
system backup and
restore operations

Sharing the same devices
and tapes used during
other file backups

Centralized and
networked backup
operations

All devices supported by Media Manager are available to
NetBackup for DB2 on Windows.

NetBackup scheduling facilities on the master server can be
used to schedule automatic and unattended DB2 backups.

This also lets you choose the times when these operations can
occur. For example, to prevent interference with normal
daytime operations, you can schedule your database backups
to occur only at night.

NetBackup for DB2 on Windows lets you take advantage of
NetBackup’s multiplexing capabilities. Multiplexing directs
multiple data streams to one backup device, thereby reducing
the time necessary to complete the operation.

All backups and restores are run simultaneously and
transparently without any action from the NetBackup
administrator.

A database administrator can run database backup and restore
operations through NetBackup or use DB2 commands as if
NetBackup were not present.

An administrator or any other authorized user can use
NetBackup to run database backups and restores.

It is possible to share the same devices and media used for
other backups or to give DB2 exclusive use of certain devices
and media.

From the NetBackup master server, you can schedule
database backups or start them manually for any client. The
DB2 databases can also reside on hosts that are different from
the devices on which NetBackup stores the backups.
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NetBackup for DB2 on Windows main features

Feature Description

Graphical user interfaces NetBackup provides the following graphical user interfaces
for client users and administrators:

¢ Backup, Archive, and Restore user interface
¢ NetBackup Administration Console for Java
¢ NetBackup Administration Console for Windows

A database administrator or NetBackup administrator can
start backup operations for DB2 from the NetBackup graphical
user interface on the master server.

A database administrator can also use the IBM DB2 Control
Center or Command Line Processor to start user-directed
backup and restore operations.

Parallel backup and NetBackup for DB2 on Windows supports the parallel backup

restore operations and restore capabilities of the DB2 commands. This permits
the user to run more than one tape device at a time for a single
DB2 backup or restore, thereby reducing the time necessary to
complete the operation.
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Technical Overview of NetBackup for DB2 on Windows

The example network in the following illustration shows the major components in a
NetBackup for DB2 on Windows configuration.

System containing DB2 database
NetBackup for DB2 supplies:

— NBDB2 Vendor /O Library
— GUI for browsing databases and creating
DB2 database backup and restore templates

— Sample configuration file
DB2 database software supplies: |‘="= — Sample script files
— Commands: — User-exit program

BACKUP DATABASE,
RESTORE DATABASE
ROLLFORWARD DATABASE

Additional required NetBackup software:

— NetBackup Master Server
— NetBackup Client

Network (TCP/IP)

NetBackup master server
or remote media server

Tape or optical
storage device

NetBackup software:

— NetBackup Master Server
— NetBackup Media Server
(if system is a media server)

The storage devices are connected to the NetBackup master server or a remote media
server. Both the master server and the remote media server must have NetBackup server
software installed.

The host with the DB2 database must be a NetBackup client and have NetBackup for DB2
on Windows licensed.

NetBackup for DB2 Components

Following are the main components in the NetBackup for DB2 system.
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NBDB2 Vendor I/O Library

The NetBackup vendor library is used by DB2 commands when executing backups and
restores. The location of the vendor library is
install_path\NetBackup\bin\nbdb2.d1l1l

(for example, C:\Program Files\Veritas\NetBackup\bin\nbdb2.d1ll).

The library is called by the DB2 BACKUP and RESTORE commands, with the LOAD
parameter. For example,

BACKUP DB SAMPLE .. LOAD install_path\NetBackup\bin\nbdb2.dll

DB2 User-Exit Program

A user-exit program is used by DB2 to backup and restore database log files. The location
of the DB2 user-exit program is <DB2_INSTANCE>\bin\db2uext2.exe. The
user-exit program is invoked by the DB2 BACKUP and ROLLFORWARD commands. For
example,

ROLLFORWARD DB SAMPLE .. TO END OF LOGS ..

Backup and Recovery Wizards

NetBackup for DB2 provides wizards that enable you to create backup and recovery
templates. You invoke the wizards by browsing for and selecting a DB2 database object in
the Backup, Archive, and Restore interface. After you supply the appropriate information
about the operation, a template is created that can be run immediately or stored on the
server (for backup templates). You can use the stored backup templates in scheduled
backups through a NetBackup policy, or to perform manual backups on the NetBackup
for DB2 client.

Sample Configuration File

A NetBackup for DB2 configuration file is used to store backup and restore preferences.
The vendor library and user-exit program use these settings. The location of the file is
install_path\NetBackup\dbext\db2\db2.conf

(for example, C:\Program Files\Veritas\NetBackup\dbext\db2\db2.conf).
This file contains various NetBackup settings, like the policy and schedule.

Sample Script Files

NetBackup invokes a script to perform a scheduled backup or restore of a DB2 database.
The user must customize the provided sample script file(s) for their environment. The
sample scripts contain DB2 BACKUP or RESTORE commands for use with NetBackup.
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NetBackup for DB2 provides sample scripts in the following location:

install path\NetBackup\dbext\db2\samples

Alternatively, users can create templates using the NetBackup for DB2 GUI. The templates
can be used in place of scripts.

NetBackup for DB2 Backup Overview

Database Backup

The DB2 user invokes a database backup by using the DB2 Control Center or Command
Line Processor. When initiating the backup command, you must specify the location of
the NBDB2 library.

A scheduled task within NetBackup can also be used to back up a database. At the
scheduled time, the NetBackup task will execute a template or script containing the
necessary DB2 commands to perform a backup. Templates are created using the
NetBackup for DB2 wizards, while scripts are written by the user to perform the desired
operations.

Regardless of the interface used to initiate the backup, DB2 conducts the backup by
issuing start, write, and end instructions to the NBDB2 library.

start The start instruction causes NBDB2 to verify the backup settings with
the master server, such as policy, schedule, and client permissions.
Next, start causes NBDB2 to reserve resources like drives and media on
the media server.

write The write instruction is then repeatedly issued by DB2, each time
passing a portion of the backup image. NBDB2 takes the data and
directs it to the media server for storage.

end Finally, the end instruction is issued when DB2 has successfully
written the entire backup image. NBDB2 informs the media server to
commit any buffered data, and informs the master server to catalog the
operation.

Log File Archiving

DB2 uses log files to preserve database transactions that have not been persistently
recorded in the database. Once all transactions in a log file are persistently recorded, that
log file can be archived. The DB2 USEREXIT setting enables the use of log files.
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DB2 invokes the user-exit program to archive a log file at these times:

& The "user exits" the database using the DB2 TERMINATE command.

¢ The log file is full and transactions are being recorded into another log file.
¢ TheDB2 BACKUP command is issued.

¢ TheDB2 ARCHIVE LOGcommand is issued.

NetBackup provides a user-exit program for use with DB2. It supports two modes of
operation:

& Saving archived log files directly to NetBackup.
¢ Copying archived log files to another directory, for later backup by NetBackup.

Saving the log files directly to NetBackup is simply the automatic backup of the log file.
DB2 invokes the NetBackup user-exit program, which initiates a file backup operation.

Copying the log files to a directory is used in conjunction with a scheduled backup. In this
case, the NetBackup user-exit program copies the file to an archive directory. Later (for
example, nightly), a scheduled NetBackup task runs to backup all files in the archive
directory. After backup, the task can optionally delete these files to free disk space.

The save and copy methods require different restore procedures, as explained below.

Incremental Backup of DB2 Databases

NetBackup for DB2 provides true incremental backups. An incremental backup will
include only the blocks that have been changed since the most recent backup.

Refer to the IBM DB2 Universal Database Data Recovery and High Availability Guide and
Reference for more complete details on the backup and recovery process.

NetBackup for DB2 Restore Overview

Database Restore

The DB2 user invokes a database restore by using the DB2 Control Center or Command
Line Processor. When initiating the restore command, the vendor library option must
specify the location of the NBDB2 library.

A scheduled task within NetBackup can also be used to restore a database. At the
scheduled time, the NetBackup task will execute a template or script containing the
necessary DB2 commands to perform a restore. Templates are created by the NetBackup
for DB2 wizard. Scripts are written by the user to perform the desired operations.
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Regardless of the interface used to initiate the restore, DB2 conducts the restore by issuing
start, read, and end instructions to the NBDB2 library.

start The start instruction causes NBDB2 to verify the restore settings and
permissions with the master server, and locates the requested image
within the media server.

read The read instruction is then repeatedly issued by DB2, each time
requesting a portion of the backup image. NBDB2 reads data from the
media server and returns it to DB2.

end Finally, the end instruction is issued when DB2 has successfully
restored the entire image, and NBDB2 informs the media server to
release the resources.

Log File Rollforward

Once the database is successfully restored, transactions recorded in the log files need to be
re-applied. The DB2 ROLLFORWARD command restores transactions made since the last
backup. For example, if the backup image was created 10 days ago and restored today, the
log files are used to restore transactions that occurred after the backup.

DB2 assumes the active log files are safely preserved on disk. By definition, the active log
files have never been archived. However, the archived log files need to be restored for the
rollforward operation. DB2 invokes the user-exit program to restore archived log files.

If the log files were saved directly to NetBackup, the user-exit program simply initiates a
file restore operation. DB2 invokes the user-exit program, providing the filename to
restore. The user-exit program searches the NetBackup catalog for that file. When found, it
is then restored directly to the DB2 log directory.

If the log files were first copied to an archive directory and later backed up by a scheduled
task, the recovery process is a bit different. First, the user must use NetBackup to restore
all log files created since the database backup image, e.g. 10 days ago. The files must be
restored to the archive directory, not the DB2 log directory. When the rollforward
operation is performed, DB2 will instruct the user-exit program to restore a log file. The
user-exit program simply searches the archive directory for the file. When found, it is then
copied from the archive directory into the DB2 log directory.

Log files saved directly to tape require no user intervention during the recovery. However,
their sequential recovery can be slow when dealing with numerous, large log files. Log
files that are first copied and later backed up require some user intervention during the
recovery. Specifically, you must restore these files prior to the rollforward. Advanced
users prefer this approach because of performance and flexibility benefits.
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DB2 Commands

This section describes DB2 commands that interact with NetBackup, and options
important to proper operation. See the DB2 UDB Command Reference for a complete
description of these commands.

Backup

The DB2 BACKUP DATABASE command is used to backup a database to NetBackup.

LOAD <NBDB2 Library Instructs DB2 to use the NBDB2 vendor library when performing the

Path> backup.
OPEN (number) Specifies the number of concurrent data streams used for writing data.
SESSIONS Use this option if you have multiple backup devices available, or have

multiplexing enabled in NetBackup.

WITH (number) BUFFERS Use this option when opening multiple sessions (see above).
Note The number of buffers must be twice the number of sessions.

BUFFER Size Use this option to increase or decrease the buffer size if necessary.
Increased size can benefit performance, while decreased size may be
necessary if using numerous buffers. DB2 recommends the size be a
multiple of the extent size. The DB2 DFT_EXTENT _SZ setting defines
the default extent size.

WITHOUT PROMPTING  This option is required for unattended backups, and must be specified
in backup scripts executed by NetBackup.

INCREMENTAL Use this option to perform a cumulative backup.
INCREMENTAL DELTA Use this option to perform a differential backup.

ONLINE Use this option to back up “hot” or active databases. The DB2
USEREXIT setting must be enabled for online backups.

Restore

The DB2 RESTORE DATABASE command is used to restore a database from NetBackup.

LOAD <NBDB2 Library Instructs DB2 to use the NBDB2 vendor library when performing the
Path> restore.
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OPEN (number) Typically, you should specify the same number of sessions used during
SESSIONS the backup. Using fewer sessions is allowed, but may degrade overall
restore performance. Specifying more sessions has no benefit.

WITH (number) BUFFERS Use this option when opening multiple sessions (see above).
Note The number of buffers must be twice the number of sessions.

Using fewer buffers can degrade performance, or cause the
restore to fail when reading multiplexed images.

BUFFER Size Use this option to increase or decrease the buffer size if necessary.
Increased size can benefit performance, while decreased size may be
necessary if using numerous buffers. DB2 will alter the actual size to be
a multiple of the size used during the backup.

WITHOUT PROMPTING  This option is required for unattended restores, and must be specified
in backup scripts executed by NetBackup.

INCREMENTAL When using this option, DB2 may not read the entire image from
NetBackup media. Consequently, NetBackup will log an error in the
Activity Monitor, which can safely be ignored.

AUTOMATIC Use this option to restore a series of full and incremental images.

HISTORY FILE When using this option, DB2 may not read the entire image from
NetBackup media. Consequently, NetBackup will log an error in the
Activity Monitor, which can safely be ignored.

ROLLFORWARD

The DB2 ROLLFORWARD command is used to recover a database by applying transactions
that have been previously logged into a file.

When a database or tablespace recovery is performed, DB2 invokes the user-exit program
named db2uext?2 to restore any archived log files. NetBackup for DB2 provides a custom
db2uext program that restores the files from NetBackup media into the DB2 log
directory. Once the log file is restored, DB2 applies the transactions within that file to
satisfy the rollforward request.
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Load

The DB2 LOAD command is used to load data into a database table.

COPY YES

LOAD <NBDB2 Library
Path>

OPEN (number)
SESSIONS

Instructs DB2 to copy (back up) the loaded data to NetBackup. The data
will not be recorded in the transaction log. If a ROLLFORWARD
command is performed later, the loaded data will be automatically
restored from NetBackup. In other words, the transaction log records
that the loaded data resides in a NetBackup backup image.

Instructs DB2 to back up the loaded data using the NBDB2 vendor
library.

Specifies the number of concurrent data streams used for writing data.
Use this option if you have multiple backup devices available, or have
multiplexing enabled in NetBackup.
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Installation Requirements and Registering a
License Key 2

This chapter describes the installation prerequisites for NetBackup for DB2 on Windows
and how to register a license key for this agent.
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NetBackup for DB2 on Windows Platform Support

At the time of the this release, NetBackup for DB2 supports the following DB2 Universal
Database Versions:

¢ 7.1.xFixPak 10 or later
¢ 7.2.xFixPak 10 or later
¢ 8.1.x FixPak 3 or later

NetBackup for DB2 supports all UNIX and Windows Editions of DB2, including
EEE/DPF.

Latest Platform Support Information

The VERITAS support web site now contains the most current platform support
information for NetBackup database agents. You can use the following procedure to locate
this information.

To locate the latest Database Agent information on the VERITAS support web site
1. Go to the VERITAS support web page: http://www . support .veritas.com.

2. From the Select Product Family list, choose NetBackup Products. The Select Product
window refreshes showing a list of NetBackup products.

3. Select one of the NetBackup products. The page refreshes and displays a search
window with four tabs:
¢ Documents
¢ Downloads
¢ Software Alerts

¢ Compatibility
4. Select 5.1 in the Product Version drop-down field.
5. Select a Product Platform.

6. Click the Compatibility tab. The page will refresh showing documents that contain
compatibility information.

7. Click on the title of the document link for NetBackup Database Agent Compatibility
List. A document appears that contains a downloadable file that enables you to view
the supported database spreadsheet for this release.
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Installation Prerequisites

Before enabling NetBackup for DB2 on Windows, be sure to complete the following
procedures. For prerequisites for installing the agent in a cluster, refer to the subsection
below, “Installation Prerequisites When Installing in a Cluster.”

¢ Install NetBackup server software on the server.
The NetBackup server platform can be any of those that NetBackup supports.

Refer to the NetBackup Installation Guide for Windows or the NetBackup Installation Guide
for UNIX for details.

¢ Install the NetBackup client software on the client where you will be backing up the
databases. This step also installs NetBackup for DB2 on Windows.

¢ Install the DB2 vendor software on the client where you will be backing up the
databases.

See the IBM DB2 Universal Database Quick Beginnings.

Installation Prerequisites When Installing in a Cluster
¢ DB2 must be installed on each node to which NetBackup can failover.

¢ The NetBackup for Windows server or client must be installed on each node to which
NetBackup can failover in the cluster. The NetBackup for DB2 on Windows software
is installed along with the server and the client software.

Registering NetBackup for DB2 on Windows

NetBackup for DB2 on Windows is installed with the server and client software. To use
this agent you need to register a valid license key for it on the master or media server. In a
clustered environment, the key needs to be registered on each node on which NetBackup
Server is installed.

V¥ To register a license key

%+ Open the NetBackup Administration Console on the master or media server and
choose Help > License Keys.

Refer to the NetBackup System Administrator’s Guide for Windows, Volume | for full
details on adding license keys.
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Adding New DB2 Instances

The db2uext?2 user-exit program is installed into
install_path\NetBackup\dbext\DB2\db2uext2.exe. DB2 expectsthe db2uext2
executable to reside in the DB2 installation location, for example, C: \Program

Files\IBM\SQLLIB\bin\db2uext2.exe. The initial installation of NetBackup will
install db2uext2 into the DB2 installation location.

If you reinstall or move the DB2 installation, you must manually copy db2uext2.exe
from the NetBackup location into the DB2 location.
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Before attempting to configure NetBackup for DB2 on Windows, complete the installation
procedure as described in the Installation chapter.

The following is the configuration procedure.

1. Configuring Media Using Media and Device Management
2. Setting the Maximum Jobs Per Client Property

3. Configuring a NetBackup Policy

4. Configuring the Run-Time Environment

5. Enabling Database User Authentication

6. Creating Templates and Shell Scripts

7. Testing NetBackup for DB2 on Windows Configuration Settings.
The following sections in this chapter describe each of these steps in detail.

To configure NetBackup for DB2 on Windows from a Windows NetBackup server, see
“Configuration Using the NetBackup Administration Console for Windows” on page 20.

To configure NetBackup for DB2 on Windows from a UNIX NetBackup server, see
“Configuration Using the NetBackup Administration Console for UNIX” on page 38.
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Configuration Using the NetBackup Administration
Console for Windows

Although the database agent is installed on the NetBackup client, some configuration
procedures are performed using the NetBackup Administration Console on the server.

These procedures include:

¢ Configuring media using Media and Device Management

¢ Setting the Maximum Jobs per Client property

¢ Configuring a NetBackup policy

¢ Testing NetBackup for DB2 on Windows configuration settings

See the next section for instructions on starting the NetBackup Administration Console.
¥ To launch the NetBackup Administration Console for Windows

1. Logon to the server as administrator.

2. Choose Start > Programs > VERITAS NetBackup > NetBackup Administration
Console.
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The NetBackup Administration Console is displayed.

]_?j dillweed { Enterprise Server) - NetBackup Administration Conso - |EI|1|

J File Edit Wew Actions Help ‘E
|18 -[El&% =% & PR AR~ <

dillweed

i Ackiviby Monikar

(=) MetBackup Management

Reparts .‘ Getting Started

I policies - Get step-by-step help setting up MetBackup.
=

{3 storage Units

Catalog ) ? Configure Storage Devices
Hast Properties Define robots and drives.
EI@ Media and Device Manager

@ Device Monitar

@

B Media & Configure ¥olumes
[E) Devices * Inventory robots and define volumes For use in standalone drives,
- Access Management B

Configure the Catalog Backup
Eii Specify how and when MNetBackup configuration and catalog information is ko be backed up.

Create a Backup Policy
Define schedules For backing up data on a single client or a set of clients,

=

- Import Images
J‘I This wizard will assist vou in stepping through an impart,

Far Help, press F1 [ LITL]] [Master Server: dilwesd [Connected s

Configuring Media Using Media and Device Management

Use the Media and Device Management (Media Manager) to configure media for a
NetBackup for DB2 on Windows configuration. Refer to the NetBackup Media Manager
System Administrator’s Guide for more information.

The number of volumes required will depend on the devices used, the size of the DB2
databases that you are backing up, and the frequency of backups.

Setting the Maximum Jobs Per Client Property
The Maximum jobs per client attribute value is figured with the following formula.
Maximum Jobs per Client = Number of Sessions x Number of Policies
Where:

¢ Number of Session is the number of backup sessions between the backup server and
NetBackup on the client. Each separate session starts a new backup job on the client.
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¢ Number of Policies is the number of policies that may back up this client at the same
time. This number can be greater than one. For example, a client may be in two

policies in order to back up two different databases. These backup windows may
overlap.

Tip  To avoid any problems, we recommend that you enter a high enough value for the
Maximum jobs per client property to meet the number of jobs executed by DB2.

V¥ To set the Maximum jobs per client property using the Windows console

1. Inthe left pane of the NetBackup Administration Console, expand Host Properties.

2. Select Master Server.

3. Inthe right pane, double-click on the server icon.

The Master Server Properties dialog is displayed.

4. Inthe Master Server Properties dialog, click Global Attributes.

x|
B Propetties Global Attributes Defaults |
& Global Attributes

Universal Settings Wakeup interval M aximum jobs per client:

2:::::|Son Periods |10 _:I minutes |1 _I;

----- B B andwidth Schedule backup attempts: I aximum backup copies:

..... Restore Failover |2 ﬁ tiies per (12 ﬁ hours |2 _|::'

----- B General Server

..... ‘@ Port Ranges Status report interval: ™ Compress catalog interval
Media I =1 I =|
! 24 _vlhours Aifter = days
Timeouts

By Client Attributes [ Cleanup

=] E_DM | ¥ Keeplogs [V Keep tiue image restoration [TIR] infarmation

ireveal

% Logaing For |23 _I; days For |1 _I; days

----- € Authorization

™ Delete vault logs ¥ Mave restore job from incomplete state to done state
[ Access Contral

- VERITAS Produc! After[a =] days Bt [T = days

Move backup job from incomplete state to done state:

After |3 _,::' haurs

Adminigtrator's e-mail address [separate multiple entries with commasz]:

<| [

QK I Cancel | Apply | Help

The default value is 1 for Maximum jobs per client.

5. Change the Maximum jobs per client value to 99.
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If you prefer to enter a lower value, calculate the value equal to the maximum number
of backups allowed per client using the formula provided above.

DB2 Environments

In general, the following NetBackup configuration is required to use NetBackup for DB2
on Windows:

¢ To back up the DB2 Database:
Create a DB2 database policy with an Application Backup schedule.
¢ To schedule a DB2 backup using NetBackup:

Create a DB2 database policy with an Automatic Full, Automatic Differential
Incremental, or Automatic Cumulative Incremental Backup schedule.

¢ To back up the DB2 Archive Log files:
Create an MS-Windows-NT file policy with a User Backup schedule.

In most DB2 environments, a single DB2 policy can be used. However, in a DB2 EEE
environment, a minimum of two (2) DB2 policies are needed: one for the DB2 catalog
node(s), and another for the non-catalog nodes. In any DB2 environment where
USEREXIT is enabled, an MS-Windows-NT file policy is required.

The following sections describe how to create the NetBackup policies and schedules for
these environments. For DB2 EEE users, see “Configuration for a DB2 EEE (DPF)
Environment” on page 129.

Note The Media Manager must be configured and a Storage Unit defined before a policy
can be added.

Configuring a NetBackup Policy

A NetBackup policy defines the backup criteria for a specific group of one or more clients.
These criteria include:

& storage unit and media to use
& backup schedules

¢ clients to be backed up

.

script files to be executed on the clients
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v

To use NetBackup for DB2 on Windows, at least one DB2 policy with the appropriate
schedules needs to be defined. A configuration can have a single policy that includes all
clients or there can be many policies, some of which include only one client.

Most requirements for DB2 policies are the same as for file system backups. In addition to
the attributes described here, there are other attributes for a policy to consider. Refer to the
NetBackup System Administrator’s Guide for Windows, Volume | or NetBackup System
Administrator’s Guide for UNIX, Volume | for detailed configuration instructions and
information on all the attributes available.

Adding New Policies

Use this procedure when configuring a policy from a Windows server or from a
NetBackup Remote Administration Console host.

To add a new policy
1. Logon to the server as administrator.
2. Start the NetBackup Administration Console.

3. If your site has more than one master server, choose the one where you want to add
the policy.

4. Inthe left pane, right-click Policies and choose New Policy.

The Add a New Policy dialog is displayed.

Add a New Policy =

Folicy name:

™ Use Backup Policy Configuration ‘wizard.

()8 I Cancel |

a. Inthe Policy name box, type a unique name for the new policy.

b. Choose whether to use the wizard for configuring the policy. The wizard guides
you through most of the setup process and simplifies it by automatically choosing
default values that are good for most configurations. If necessary, you can change
the defaults later by editing the policy. You will need to manually add entries to
the Backup Selections list after completing the wizard.
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¢ To use the wizard, select the Use Backup Policy Configuration Wizard box
and click OK. The wizard starts and you create the policy by following the
prompts. When prompted, select the DB2 policy type.

Note The DB2 policy type will not appear in the drop-down list unless your server has a
license key for NetBackup for DB2 on Windows.

¢ If you require more control over the settings than the wizard provides, then
do not select the Use Backup Policy Configuration Wizard box and proceed
to step 5.

5. Click OK.

A dialog is displayed in which you can specify the general attributes for the policy.

Change Policy - test ﬂll

v Active. Gointo effect at:
| /1172003 = 12:4451 PW =
Do ™ Backup Netwark Drives
Policy storage unit: X
r Crogs mount points
I Any Available j ) ) )
™ Collect true image restore information
Palicy volume poal: : .
i P ™| with rmoye detection
INetBackup j [Required for synthetic backups)
™ Checkpoint restart every: " Compression
ID _I; minutes I™ Encmption
[ Limit jobs per policy: ™ Collect disaster recovery information
_:| [~ Allow multiple data streams
Job priority: ) ) Kepword phraze: [optional]
0 <1 [higher number iz
=l qgreater priority] I

—Advanced Client
™| Perform black level incremental backups

™ Perfarmsnapshot backups Ldvanced Shapshot Dptions...
™| Retain snapshots for instant recoyvery

™| Perfarm offiost backup
1 sz altemate clisnt 1 Use data mover

I INetBackup Media Server j

QK I Cancel | Help |

6. From the Policy Type box, select the DB2 policy type.

7. Complete the entries on the Attributes tab as explained in “Description of
Attributes.”

8. Add other policy information:
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¢ To add schedules, see “Adding New Schedules.”

¢ To add clients, see “Adding Clients to a Policy.”

¢ To add templates or scripts to the Backup Selections list, see “Specifying the List
of Backup Selections.”

9. Click OK. The new policy is created.

Description of Attributes

With a few exceptions, NetBackup manages a database backup like a file system backup.
Policy attributes that are different for DB2 backups are explained below.

Your other policy attributes will vary according to your specific backup strategy and
system configuration. Consult the NetBackup System Administrator’s Guide for Windows,
Volume | or NetBackup System Administrator’s Guide for UNIX, Volume | for detailed
explanations of the policy attributes.

Description of Policy Attributes

Attribute Description

Policy type Determines the type of clients that can be in the policy and in some cases
the types of backups that can be performed on those clients.
To use NetBackup for DB2 on Windows, you must have defined at least one
DB2 policy.

Keyword phrase to  For NetBackup for DB2 on Windows, the keyword phrase entry is ignored.
associate with the
backup

Advanced Client See the “Using NetBackup for DB2 on Windows with Advanced Client”
chapter for information on configuring policies for snapshot methods.

Adding New Schedules

Each policy has its own set of schedules. These schedules control initiation of automatic
backups and also specify when user operations can be initiated.

A DB2 backup requires an Application Backup schedule, which is created automatically
when you create a DB2 policy. The Application Backup schedule is used to initiate and
manage the backup operation. You also need one or more Automatic Backup schedules, if
you plan to have NetBackup perform automatic, scheduled backups.
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The

following procedures explain how to configure the required schedule types, and how

to add new schedules. The procedures start on the Policy dialog. To see the Policy dialog,

dou

ble-click the policy name in the Policies list of the NetBackup Administration Console.

¥ To configure an Application Backup schedule

1.

2.

Example Settings

On the Policy dialog, click the Schedules tab.

Double-click on the schedule named Default-Application-Backup.
A dialog is displayed.

All DB2 database operations are performed through NetBackup for DB2 on Windows
using an Application Backup schedule. This includes those backups started
automatically.

You must configure an Application Backup schedule for each DB2 policy you create. If
you do not do this, you will not be able to perform a backup. To help satisfy this
requirement, an Application Backup schedule named Default-Application-Backup is
automatically created when you configure a new DB2 policy.

Specify the other properties for the schedule as explained in “Schedule Properties.”

The backup window for an Application Backup schedule must encompass the time
period during which all NetBackup jobs, scheduled and unscheduled, will occur. This
is necessary because the Application Backup schedule starts processes that are
required for all NetBackup for DB2 on Windows backups, including those started
automatically.

For example, assume that you:

& expect users to perform NetBackup operations during business hours, 0800 to
1300.

¢ configured automatic backups to start between 1800 and 2200.
The Application Backup schedule must have a start time of 0800 and a duration of 14
hours.

for an Application Backup schedule

Type of Backup | Schedule settings | Description Settings
Application Retention The length of time backup images 2 weeks
Backup are stored.

Backup Window The time during which a NetBackup | Sunday through Saturday
operation can be performed. 00:00:01 - 23:59:59
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Note The Application Backup schedule name must be specified in the
install path\NetBackup\dbext\db2\db2.conf file on the client.

Tip

Set the time period for the Application Backup schedule for 24 hours per day, seven
days per week. This ensures that your NetBackup for DB2 on Windows operations

are never locked out due to the Application Backup schedule.

¥ To configure an automatic backup schedule

1.

2.

On the Policy dialog, click the Schedules tab.

Click New.

A dialog is displayed. The title bar shows the name of the policy to which you are

adding the schedules.

Specify a unique name for the schedule.

Select the Type of backup.

For information on the types of backups available for this policy, see “Types of

Backups.”

Refer to the following table for example settings for an Automatic Backup schedule.

Type of Backup Schedule settings | Description Settings
Automatic Full Retention The length of time to store the 2 months
Backup record of a backup.
Frequency Frequency determines how often | every month
a backup should be performed
Backup Window The time during which a Sunday, 18:00:00 - 22:00:00
NetBackup operation can be
performed.
Automatic Retention The length of time to store the 1 week
Differential record of a backup.
Incremental Backup
Frequency Frequency determines how often | every day
a backup should be performed
Backup Window The time during which a Monday through Saturday
NetBackup operation can be 18:00:00 - 22:00:00
performed.
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Type of Backup Schedule settings | Description Settings
Automatic Retention The length of time to store the 1 month
Cumulative record of a backup.
Incremental Backup
Frequency Frequency determines how often | every week
a backup should be performed
Backup Window The time during which a Sunday
NetBackup operation can be 18:00:00 - 22:00:00
performed.

5. Specify the other properties for the schedule as explained in “Schedule Properties.”

6.

Click OK.

V¥ To add other schedules

In the Policy dialog, click the Schedules tab.

Click New.

The Change Schedule dialog is displayed. The title bar shows the name of the policy
to which you are adding the schedule.

Change Schedule - Policy test 2=l
&y Attibutes | & Start Window I @ Exclude Dates I
Mame: — Destination:
|| I~ | Instant recoveny backups to disk anly
Tvpe of backup: I” Multiple copies Canfigure... |
IFuII Backup j ™ Ovenide policy storage unit:
I~ | Syrthetic backup I j
ey ™ Ovenide policy volurme pool:
MetBackup -
" Calendar I J
Eetention:
™| Retries allowed after munday S
|2 weeks [level 1] 'l
& Frequency: Media multiplexing
|1 33 ek, vl =
eeks I 1 _I:
QK I Cancel Help

3. Specify a unique name for the schedule.

4. Select the Type of backup.
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For information on the types of backups available for this policy, see “Types of
Backups.”

5. Specify the other properties for the schedule as explained in “Schedule Properties.”

6. Click OK.

To add more schedules, repeat this procedure. Click Cancel to cancel changes that you
have not yet added and close the dialog.

Types of Backups

Caution When an automatic schedule is used to invoke a script authored by the user,
NetBackup cannot provide safeguards preventing unusual behavior, including:
- a full schedule executing an incremental backup script
- an incremental schedule executing a full backup script
- an automatic schedule executing a restore/recovery script

Whenever possible, using a template instead of a script is recommended,
because template execution can detect the backup type on the schedule.
However, the user is still responsible for specifying a template with the correct
operation type (backup) in the policy.

Description of Backup Types for DB2

Application Backup The Application Backup schedule enables user-controlled NetBackup
operations performed on the client. At least one Application Backup
schedule type must be configured for each DB2 policy. The
Default-Application-Backup schedule is automatically configured as an
Application Backup schedule.

Automatic Full A full backup copies all blocks into the backup.

Backup

Automatic In a differential incremental datafile backup, you back up all blocks that
Differential have changed since the most recent full or incremental backup.

Incremental Backup
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Description of Backup Types for DB2

Automatic
Cumulative
Incremental Backup

In a cumulative incremental backup, you back up all blocks that have
changed since the most recent full backup.

Cumulative incremental backups reduce the work needed for a restore by
ensuring that you only need one cumulative incremental backup at restore
time. Cumulative backups typically require more space and time than
Differential Incremental Backups, however, because they contain all
modifications since the last full backup.

Schedule Properties

Some of the schedule properties have a different meaning for database backups than for a
regular file system backup. These properties are explained in the following table.

Other schedule properties vary according to your specific backup strategy and system
configuration. Consult the NetBackup System Administrator’s Guide for Windows, Volume | or
NetBackup System Administrator’s Guide for UNIX, Volume | for detailed explanations of the

schedule properties.

Description of Schedule Properties

Property

Description

Type of backup

Frequency

Calendar

Specifies the type of backup that this schedule will control. The selection list
shows only the backup types that apply to the policy you are configuring.

For more information see the following section “Types of Backups.”

This setting is used only for scheduled backups, and not for user-directed
backups. Frequency specifies the period of time that will elapse until the
next backup operation can begin on this schedule. For example, if the
frequency is seven days and a successful backup occurs on Wednesday, the
next full backup will not occur until the following Wednesday. Normally,
incremental backups will have a shorter frequency than full backups.

This setting is used only for scheduled backups, and not for user-directed
backups. The Calendar option allows you to schedule backup operations
based on specific dates, recurring week days, or recurring days of the
month.
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Description of Schedule Properties(Continued)

Property Description

Retention Frequency based scheduling

The retention period for an Application Backup schedule refers to the
length of time that NetBackup keeps backup images.

The retention period for an Automatic Full Backup, Automatic Differential
Incremental Backup, or Automatic Cumulative Incremental Backup
schedule controls how long NetBackup keeps records of when scheduled
backups have occurred.

The NetBackup scheduler compares the latest record to the frequency to
determine whether a backup is due. This means that if you set the retention
period to expire the record too early, the scheduled backup frequency will be
unpredictable. However, if you set the retention period to be longer than
necessary, the NetBackup catalog will accumulate unnecessary records.
Therefore, set a retention period that is longer than the frequency setting for the
schedule.

For example, if the frequency setting is set to one week, set the retention
period to be more than one week.

Calendar based scheduling

The retention period for an Application Backup schedule refers to the length
of time that NetBackup keeps backup images.

The retention period for an Automatic Full Backup, Automatic Differential
Incremental Backup, or Automatic Cumulative Incremental Backup
schedule controls how long NetBackup keeps records of when scheduled
backups have occurred. However, this setting is not significant for calendar
based scheduling.

Multiple copies If you are licensed for the Inline Tape Copy feature and wish to specify
multiple copies for your DB2 policy, configure Multiple copies on the
Application Backup schedule.

Adding Clients to a Policy

The client list is the list of clients on which your DB2 scripts are run during an automatic
backup. A NetBackup client must be in at least one policy but can be in more than one.

This procedure starts in the Policy dialog. To see the Policy dialog, double-click the policy
name in the Policies list in the NetBackup Administration Console.

Requirements for clients
The following software must be installed on the client:

¢ DB2
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¢ NetBackup client or server

¢ the backup or restore script(s) (unless you are using templates)
V¥ To add clients to a policy

1. Inthe Policy dialog, click the Clients tab.

2. Click New.

3. Enter the name of the client you want to add.
¢ Type the name into the client list and click OK.

If NetBackup cannot detect the hardware and operating system, a dialog will be
displayed so you can specify this information.

OR
El,| ¢ Click the Browse for Computer button to choose the client from the network:

If DB2 is installed in a cluster, specify the virtual DB2 name as the client name.

4. To add another client, repeat step 2 and step 3. If this is the last client, click OK to
close the dialog.

Specifying the List of Backup Selections

The Backup Selections list in a database policy has a different meaning than for
non-database policies. For example, in a MS-Windows-NT policy, the list contains files
and folders to be backed up. In a database policy, you specify templates or scripts to be
run.

For a discussion of NetBackup for DB2 templates and shell scripts, see “Creating
Templates and Shell Scripts” on page 64.

Add templates or scripts only if you are setting up a policy for automatic scheduling. All
templates or scripts listed in the Backup Selections list will be executed for the Automatic
Full Backup, Automatic Differential Incremental Backup, or Automatic Cumulative
Incremental Backup schedules, as specified under the Schedules tab, and manual
backups. NetBackup will start backups according to the order that templates or scripts
appear in the Backup Selections list.

The following procedure starts in the Policy dialog. To see the Policy dialog, double-click
the policy name in the Policies list in the NetBackup Administration Console.
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V¥ To add templates or scripts to the Backup Selections list
1. Inthe Policy dialog, click the Backup Selections tab.
2. Click New.

3. Enter the name of the selection.
Templates:

¢ Type the name of the template with the . tpl extension. Do not include the full
path. For example, type weekly full backup.tpl.

OR
| ¢ Click the Template button.
The Select Template dialog is displayed.

Select Template x|
Template:
[ -

™ Add all templates to the backup selection list.

QK I Cancel | Help |

Select the Template from the drop-down list and click OK.

Templates are stored on the NetBackup master server and do not need to be
installed on each client.

Scripts:
¢ Type the name of the script.
Be sure to specify the full pathname when listing DB2 scripts. For example:

\MyScripts\db2 backup db offline.cmd

Note For clustered environments, the scripts must be stored in a location that is available
after a failover.

OR
E:ll ¢ Click the Remote Folder button.

The Browse window is displayed. Navigate to the script file and select the file.
Click OK.
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Refer to “Creating Templates and Shell Scripts” on page 64 for details on creating
scripts.

Be sure that the DB2 scripts listed here are installed on each client in the Client list.

4. Click OK.

Configuring an MS-Windows-NT Policy

In addition to the DB2 policy, you must also configure an MS-Windows-NT type policy.
An MS-Windows-NT policy will enable the backup of database log files.

An MS-Windows-NT type policy must be added when:
¢ userexit for logging is turned on in DB2 UDB.

¢ Clientis a WindowsNT/2000 machine.

Note The name of the policy must be specified in the
install path\NetBackup\dbext\db2\db2.conf file on the client.

V¥ To create an MS-Windows-NT policy
1. Add a new policy, as specified in “Configuring a NetBackup Policy” on page 23.
2. Specify the general attributes for the policy:
a. Select MS-Windows-NT for the policy type.
b. Specify other attributes as desired.
3. Add aschedule:

a. Type the name of your schedule.

Note The name of the policy must be specified in the
install path\NetBackup\dbext\db2\db2.conf file on the client.

b. Inthe Type of Backup box, select User Backup.

This is a user backup that is started by the NetBackup for DB2 on Windows
user-exit program on the client. This schedule specifies the criteria for DB2
archive logs file backups. A User Backup schedule enables user controlled
NetBackup operations performed on the client.
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c. Inthe Retention box, set the time period needed to retain two full backups of
your database.

For example, if your database is backed up once every Sunday morning, select a
retention period of at least two weeks.

d. Inthe Start Window section of the Schedules dialog, set the time of day when you
want backups to occur.

This schedule must encompass all of the time periods during which DB2 UDB can
call the user-exit programs.

Note No Backup Selections list is necessary for this policy because it will be a User
Backup type schedule.

4. Specify the clients that you will be backing up. The client must have:
¢ DB2 UDB installed
¢ NetBackup for DB2 on Windows installed

Note If the client is installed in a cluster, add the virtual host name to the policy.

5. Click OK.

The Add New Policy dialog box closes. The policy you just configured appears in the
policy list.

Specifying the Master Server for a NetBackup for DB2 Client

After you have added your NetBackup for DB2 client to a policy, you must specify the
master server for the client in the NetBackup Administration Console.

V¥ To specify the master server in the NetBackup Administration Console
1. Inthe left pane, expand Host Properties.
2. Click Clients.
3. Double click the NetBackup for DB2 client name in the Clients list.
4. The Client Properties dialog opens.

5. Inthe Properties pane, click Servers.
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6. \Verify that the correct server is displayed in the Master Server field.

7. Ifnot, click the server name in the Additional Servers list, and click Make Master. You
can also click Add to add a new server name to the list.

8. Click OK to save your change.

Do not specify the master server in the Backup, Archive, and Restore interface for the DB2
client. This can cause backups and restores to fail. To specify the master server for your
NetBackup for DB2 client, you must set this value in the Client Properties for the DB2
client on the master server.
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Configuration Using the NetBackup Administration
Console for UNIX

Although the database agent is installed on the NetBackup client, some configuration
procedures are performed using the NetBackup Administration Console on the server.

These procedures include:

¢ Configuring media using Media and Device Management

¢ Setting the Maximum Jobs per Client property

¢ Configuring a NetBackup policy

¢ Testing NetBackup for DB2 on Windows configuration settings

See the next section for instructions on starting the NetBackup Administration Console.

¥ To launch the NetBackup Administration Console for UNIX
1. Log onto the UNIX server as root.

2. Start the NetBackup Administration Console by executing:
install path/netbackup/bin/jnbSA &

The login dialog is displayed.

[FNetBackup Administration Cansole -0l x|

VERITAS NetBackup™
)
.q.k_' You may inister NetBackup on any

host. To login, enter the username and password
for the specified NetBackup host.

Host name:

| hagar ‘ - |

User name:

|raat ‘V|

Passwaord:
[ |

| Login H Cancel H Help |

3. Type the name of the master server where you initially want to manage NetBackup.
You can specify any NetBackup master server. Indicate the User and Password.
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4. Click Login. The NetBackup Administration Console is displayed.

Edhagar (Enterprise Server) - NetBackup Administration Console =lol x|
VERITAS NetBackup™
File View Help
8|« = B &y
hagar (Master Server) :
B hagar {Master Servery : Getting Started
B} Backup, Archive, and Restore : . Get step-hy-step help setting up MetBackup from startto
Activity Monitor ] == -
@ MetBackup Management : L
@ =] Reports
™ Falicies : A Caonfigure Storage Devices

@ (= Starage Units
Q Catalog
@ &8 Host Properties :
@ @ Media and Device Management |
=l Device Monitar :

Define rohats and drives

Configure Volumes
Inventory rohots and define volumes for use in standalone
drives.

© B Media

@ |5 Devices

@ Access Management
&g vault Management

@ Filesystem Analyzer Configure the Catalog Backup
Specify how and when MetBackup configuration and catalog
information is to he backed up.

Create a Backup Policy
Define schedules for backing up data on a single clientor a
set of clients

» >

Configuring Media Using Media and Device Management

Use the Media and Device Management (Media Manager) to configure media for a
NetBackup for DB2 on Windows configuration. Refer to the NetBackup Media Manager
System Administrator’s Guide for more information.

The number of volumes required will depend on the devices used, the size of the DB2
databases that you are backing up, and the frequency of backups.

Setting the Maximum Jobs Per Client Property

The Maximum jobs per client attribute value is figured with the following formula.
Maximum Jobs per Client = Number of Sessions x Number of Policies

Where:

¢ Number of Session is the number of backup sessions between the backup server and
NetBackup on the client. Each separate session starts a new backup job on the client.
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¢ Number of Policies is the number of policies that may back up this client at the same

time. This number can be greater than one. For example, a client may be in two
policies in order to back up two different databases. These backup windows may
overlap.

Tip  To avoid any problems, we recommend that you enter a high enough value for the
Maximum jobs per client property to meet the number of jobs executed by DB2.

V¥ To set the Maximum jobs per client property using the NetBackup Administration
Console for UNIX

1.

ropeties

{@ Universal Settings
% Retention Periods
a Servers

T Bandwidth

&? Restare Failover
B General Server
E Fort Ranges

i | Master Server Properties: hagar x|

Global Attributes

Wakeup interval:
10 % minutes

Schedule backup |

In the left pane of the NetBackup Administration Console, expand Host Properties.
Select Master Servers.

In the right pane, double-click on the server icon. Click Global Attributes.

The Master Server Properties dialog is displayed.

Defaults

Mazimum jobs per client:
4 =

Mazimum backup copies:

| 3 % tries per EE hours

Status report interval:

Compress catalog interval

& Media =
24| hours
E@ Timeouts JD
22 Client Attributes Cleanup
& GDM
Q Firawall + Keep logs + Keep true image restoration (TIR) information
; (= (=
By Logaing For 215 days For 1[= days
ﬁ\ Autharization
Y Access Contral + Delete vault logs ~ Move restore job from incomplete state to done state
B unicserver Atter 30% days After ?E days
@ = VERITAS Products
Move backup job from incomplete state to done state:
After 3% hours
Administrator e-mail address:
[ ok || cancel || appy || Hew

The default value is 1 for Maximum jobs per client.

3. Change the Maximum jobs per client value to 99.
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If you prefer to enter a lower value, calculate the value equal to the maximum number
of backups allowed per client using the formula provided above.

DB2 Environments

In general, the following NetBackup configuration is required to use NetBackup for DB2
on Windows:

¢ To backup the DB2 Database:
Create a DB2 database policy with an Application Backup schedule.
¢ To schedule a DB2 Backup using NetBackup:

Create a DB2 database policy with an Automatic Full, Automatic Differential
Incremental, or Automatic Cumulative Incremental Backup schedule.

¢ To backup the DB2 Archive Log files:
Create an MS-Windows-NT file policy with a User Backup schedule.

In most DB2 environments, a single DB2 policy can be used. However, in a DB2 EEE
environment, a minimum of two (2) DB2 policies are needed: one for the DB2 catalog
node(s), and another for the non-catalog nodes. In any DB2 environment where
USEREXIT is enabled, an MS-Windows-NT file policy is required.

The following sections describe how to create the NetBackup policies and schedules for
these environments. For DB2 EEE users, see “Configuration for a DB2 EEE (DPF)
Environment” on page 129.

Note The Media Manager must be configured and a Storage Unit defined before a policy
can be added.

Configuring a NetBackup Policy

A NetBackup policy defines the backup criteria for a specific group of one or more clients.
These criteria include:

& storage unit and media to use
& backup schedules

¢ clients to be backed up

.

script files to be executed on the clients
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To use NetBackup for DB2 on Windows, at least one DB2 policy with the appropriate
schedules needs to be defined. A configuration can have a single policy that includes all
clients or there can be many policies, some of which include only one client.

Most requirements for DB2 policies are the same as for file system backups. In addition to
the attributes described here, there are other attributes for a policy to consider. Refer to the
NetBackup System Administrator’s Guide for Windows, Volume | or NetBackup System
Administrator’s Guide for UNIX, Volume | for detailed configuration instructions and
information on all the attributes available.

Adding New Policies

Use this procedure when configuring a policy from a UNIX server.
To add a new policy

1. Log onto the server as root.

2. Start the NetBackup Administration Console.

3. Ifyour site has more than one master server, choose the one to which you want to add
the policy.

4. In the left pane, click on Policies. The right pane splits into an All Policies pane and a
details pane.
5. Inthe All Policies pane, right-click on the Master Server, and click New.

The Add a New Policy dialog is displayed.

ﬂndd a New Policy =

Policy name:

[C] Use add policy wizard.

OK H Cancel |

v
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a. Inthe Policy name box, type a unique name for the new policy.

b. Choose whether to use the wizard for configuring the policy. The wizard guides
you through most of the setup process and simplifies it by automatically choosing
default values that are good for most configurations. If necessary, you can change
the defaults later by editing the policy. You will need to manually add entries to
the Backup Selections list after completing the wizard.

¢ To use the wizard, select the Use add policy wizard box and click OK. The
wizard starts and you create the policy by following the prompts. When
prompted, select the DB2 policy type.

Note The DB2 policy type will not appear in the drop-down list unless your server has a
license key for NetBackup for DB2 on Windows.

¢ If you require more control over the settings than the wizard provides, do not
select the Use add policy wizard box and proceed to step 6.

6. Click OK.
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10.

A dialog is displayed in which you can specify the general attributes for the policy.

ﬂthange Policy - test

x|

5] senver: Ihagar

Attributes

Policy type:
| Standard
Nestinati

Policy storage unit:
| Any_available

Policy volume poaol:
|NetBackup

[_] Take checkpoints every:

[Z] Limit jobs per policy:

Joh priority:

] D {higher number is greater

priority)

[v] Active. Go into effect at:
[140m42  [Elosnarons|+E
[_] Follow NFS

[C] Cross mount points
[_] Collect true image restore information
[] with move detection

{Required for synthetic backups)
[C] Compression
] Encryption
[] Collect disaster recovery information
[_] Allow multiple data streams

Key d phrase

~Advanced Client
[] Perform block level incremental backups
[] Perform snapshaot backups
[] Retain snapshaots for instant recovery
[] Perform offhost backup
) Use alternate client

| Advanced Snapshot Options... |

) Use data mover

- |

‘ Apply

o o | [ |

From the Policy type box, select the DB2 policy type.

Complete the entries on the Attributes tab as explained in “Description of Attributes

L1

and click Apply to save the attribute entries.

Add other policy information:

¢ To add schedules, see “Adding New Schedules.”

¢ To add clients, see “Adding Clients to a Policy.”

¢ To add templates or shell scripts, see “Specifying the List of Backup Selections.”

Click Apply. The new policy is created.
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Description of Attributes

With a few exceptions, NetBackup manages a database backup like a file system backup.
Policy attributes that are different for DB2 backups are explained below.

Your other policy attributes will vary according to your specific backup strategy and
system configuration. Consult the NetBackup System Administrator’s Guide for Windows,
Volume | or NetBackup System Administrator’s Guide for UNIX, Volume | for detailed
explanations of the policy attributes.

Description of Policy Attributes

Attribute Description

Policy type Determines the type of clients that can be in the policy and in some cases
the types of backups that can be performed on those clients.
To use NetBackup for DB2 on Windows, you must have defined at least one
DB2 policy.

Keyword phrase to  For NetBackup for DB2 on Windows, the keyword phrase entry is ignored.
associate with the
backup

Advanced Client See the “Using NetBackup for DB2 on Windows with Advanced Client”
chapter for information on configuring policies for snapshot methods.

Adding New Schedules

Each policy has its own set of schedules. These schedules control initiation of automatic
backups and also specify when user operations can be initiated.

A DB2 backup requires at least two specific schedule types: an Application Backup
schedule and an Automatic Backup schedule. You can also create additional schedules.

The following procedures explain how to configure the required schedule types, and how
to add other new schedules. The procedures start from the Policy dialog. To see the Policy
dialog, double click the policy in the policy list in the left pane of the NetBackup
Administration Console.

V¥ To configure an Application Backup schedule
1. Inthe Policy dialog, click the Schedules tab.

2. Inthe Schedule list, double-click on the schedule named
Default-Application-Backup.
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A dialog is displayed. The title bar shows the name of the policy to which you are
adding the schedule.

All DB2 database operations are performed through NetBackup for DB2 on Windows
using an Application Backup schedule. This includes those backups started
automatically.

You must configure an Application Backup schedule for each DB2 policy you create. If
you do not do this, you will not be able to perform a backup. To help satisfy this
requirement, an Application Backup schedule named Default-Application-Backup is
automatically created when you configure a new DB2 policy.

Specify the other properties for the schedule as explained in “Schedule Properties.”

The backup window for an Application Backup schedule must encompass the time
period during which all NetBackup jobs, scheduled and unscheduled, will occur. This
is necessary because the Application Backup schedule starts processes that are
required for all NetBackup for DB2 on Windows backups, including those started
automatically.

For example, assume that you:

& expect users to perform NetBackup operations during business hours, 0800 to
1300.

¢ configured automatic backups to start between 1800 and 2200.

The Application Backup schedule must have a start time of 0800 and a duration of 14
hours.

Tip

Set the time period for the Application Backup schedule for 24 hours per day, seven
days per week. This ensures that your NetBackup for DB2 on Windows operations
are never locked out due to the Application Backup schedule.

Example Settings

for an Application Backup schedule

Type of Backup | Schedule settings | Description Settings
Application Retention The length of time backup images 2 weeks
Backup are stored.

Backup Window The time during which a NetBackup | Sunday through Saturday
operation can be performed. 00:00:01 - 23:59:59

Note The Application Backup schedule name must be specified in the

install path\NetBackup\dbext\db2\db2.conf file on the client.
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¥ To configure an automatic backup schedule

1. Inthe Policy dialog, click the Schedules tab.

2. Click New.

A dialog is displayed. The title bar shows the name of the policy to which you are

adding the schedules.

3. Specify a unique name for the schedule.

4. Select the Type of Backup.

For information on the types of backups available for this policy, see “Types of

Backups.”

Refer to the following tables for example settings for an Automatic Backup schedule.

Type of Backup Schedule settings | Description Settings
Automatic Full Retention The length of time to store the 2 months
Backup record of a backup.
Frequency Frequency determines how often | every month
a backup should be performed
Backup Window The time during which a Sunday, 18:00:00 - 22:00:00
NetBackup operation can be
performed.
Automatic Retention The length of time to store the 1 week
Incremental Backup record of a backup.
Frequency Frequency determines how often | every day
a backup should be performed
Backup Window The time during which a Monday through Saturday
NetBackup operation can be 18:00:00 - 22:00:00
performed.
Automatic Retention The length of time to store the 1 month
Cumulative record of a backup.
Incremental Backup Frequency Frequency determines how often | every week
a backup should be performed
Backup Window The time during which a Sunday
NetBackup operation can be 18:00:00 - 22:00:00
performed.

5. Specify the other properties for the schedule as explained in “Schedule Properties.”
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6. If thisis the last schedule, click OK.

V¥ To add other schedules

1. Inthe Policy dialog, click the Schedules tab. Click New.

The Add Schedule dialog is displayed. The title bar shows the name of the policy to
which you are adding the schedules.

ﬂndd Schedule - Policy test =

‘ 5] senver: Ihagar

[ % attributes || 55 Start Window | %5 Exclude Dates |

Name: Destinati

| | [_] Multiple copies

Type of backup: [_] Override policy storage unit:
| Full Backup v | |

[_] Override policy volume pool:

~Schedule type:
) Calendar Retention:
|2weeks i
) Frequency: Media multiplexing:
1 |%I weeks '| |1 il
| Add | ‘ OK | ‘ Close | ‘ Help |

2. Specify a unique name for the schedule.

3. Select the Type of Backup.
For information on the types of backups available for this policy, see “Types of
Backups.”

4. Specify the other properties for the schedule as explained in “Schedule Properties.”

5. Ifthis is the last schedule, click OK. To add more schedules, click Add and repeat
step 2 through step 4. Click Close to cancel changes that you have not yet added and
close the dialog.
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Types of Backups

Caution When an automatic schedule is used to invoke a script authored by the user,
NetBackup cannot provide safeguards preventing unusual behavior, including:
- a full schedule executing an incremental backup script
- an incremental schedule executing a full backup script
- an automatic schedule executing a restore/recovery script

Whenever possible, using a template instead of a script is recommended,
because template execution can detect the backup type on the schedule.
However, the user is still responsible for specifying a template with the correct
operation type (backup) in the policy.

Description of Backup Types for DB2

Application Backup

Automatic Full
Backup

Automatic
Differential
Incremental Backup

Automatic
Cumulative
Incremental Backup

The Application Backup schedule enables user-controlled NetBackup
operations performed on the client. At least one Application Backup
schedule type must be configured for each DB2 policy. The
Default-Application-Backup schedule is automatically configured as an
Application Backup schedule.

A full backup copies all blocks into the backup.

In a differential incremental datafile backup, you back up all blocks that
have changed since the most recent full or incremental backup.

In a cumulative incremental backup, you back up all blocks that have
changed since the most recent full backup.

Cumulative incremental backups reduce the work needed for a restore by
ensuring that you only need one cumulative incremental backup at restore
time. Cumulative backups typically require more space and time than
Differential Incremental Backups, however, because they contain all
modifications since the last full backup.

Schedule Properties

Some of the schedule properties have a different meaning for database backups than for a
regular file system backup. These properties are explained in the following table.
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Other schedule properties vary according to your specific backup strategy and system
configuration. Consult the NetBackup System Administrator’s Guide for Windows, Volume | or
NetBackup System Administrator’s Guide for UNIX, Volume | for detailed explanations of the

schedule properties.

Description of Schedule Properties

Property

Description

Type of backup

Frequency

Calendar

Specifies the type of backup that this schedule will control. The selection list
shows only the backup types that apply to the policy you are configuring.

For more information see the following section “Types of Backups.”

This setting is used only for scheduled backups, and not for user-directed
backups. Frequency specifies the period of time that will elapse until the
next backup operation can begin on this schedule. For example, if the
frequency is seven days and a successful backup occurs on Wednesday, the
next full backup will not occur until the following Wednesday. Normally,
incremental backups will have a shorter frequency than full backups.

This setting is used only for scheduled backups, and not for user-directed
backups. The Calendar option allows you to schedule backup operations
based on specific dates, recurring week days, or recurring days of the
month.
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Description of Schedule Properties(Continued)

Property

Description

Retention

Multiple copies

Frequency based scheduling

The retention period for an Application Backup schedule refers to the
length of time that NetBackup keeps backup images.

The retention period for an Automatic Full Backup, Automatic Differential
Incremental Backup, or Automatic Cumulative Incremental Backup
schedule controls how long NetBackup keeps records of when scheduled
backups have occurred.

The NetBackup scheduler compares the latest record to the frequency to
determine whether a backup is due. This means that if you set the retention
period to expire the record too early, the scheduled backup frequency will be
unpredictable. However, if you set the retention period to be longer than
necessary, the NetBackup catalog will accumulate unnecessary records.
Therefore, set a retention period that is longer than the frequency setting for the
schedule.

For example, if the frequency setting is set to one week, set the retention
period to be more than one week.

Calendar based scheduling

The retention period for an Application Backup schedule refers to the length
of time that NetBackup keeps backup images.

The retention period for an Automatic Full Backup, Automatic Differential
Incremental Backup, or Automatic Cumulative Incremental Backup
schedule controls how long NetBackup keeps records of when scheduled
backups have occurred. However, this setting is not significant for calendar
based scheduling.

If you are licensed for the Inline Tape Copy feature and wish to specify
multiple copies for your DB2 policy, configure Multiple copies on the
Application Backup schedule.

Adding Clients to a Policy

The client list is the list of clients on which your NetBackup for DB2 on Windows backups
will be performed. A NetBackup client must be in at least one policy but can be in more

than one.

This procedure starts from the Policy dialog. To see the Policy dialog, double-click the
policy in the policy list in the left pane of the NetBackup Administration Console.

Requirements for clients

The following software must be installed on the client:

Chapter 3, Configuration

51 -—w



Configuration Using the NetBackup Administration Console for UNIX

v

¢ DB2

¢ NetBackup client or server

¢ the backup or restore script(s)

To add clients to a policy

1. Inthe Policy dialog, click the Clients tab.

2. On the Clients tab, click New.

The Add Client dialog is displayed. The title bar shows the name of the policy where

you are adding clients.

[l add client - Policy test

x|

5] senver: |hagar

Client name:

Hardware and operating system:

| NDMP, NDMP -]

3. Inthe Client name text box, type the name of the client that you are adding.

If DB2 is installed in a cluster, specify the virtual DB2 name as the client name.

4. Choose the Hardware and operating system type and click Add.

5. Ifthisisthe last client, click OK. If you are going to add more clients, repeat step 3 and

step 4.

Specifying the List of Backup Selections

The Backup Selections list in a database policy has a different meaning than for
non-database policies. For example, in a MS-Windows-NT policy, the list contains files
and folders to be backed up. In a database policy, the list contains templates or script.

For a discussion of NetBackup for DB2 templates and shell scripts, see “Creating
Templates and Shell Scripts” on page 64.

Add templates or scripts only if you are setting up a policy for automatic scheduling. All
templates or scripts listed in the Backup Selections list will be executed for the Automatic
Full Backup, Automatic Differential Incremental Backup, or Automatic Cumulative
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Incremental Backup schedules as specified under the Schedules tab. NetBackup will start
backups by running the templates or scripts in the order that they appear in the Backup
Selections list.

The following procedure starts from the Policy dialog. To see the Policy dialog,
double-click the policy in the Policies list in the NetBackup Administration Console.

V¥ To add templates or scripts to the Backup Selections List
1. Inthe Policy dialog, click the Backup Selections tab.

2. Click New.

A dialog is displayed. The title bar shows the name of the policy to which you are
adding the template or script.

ﬂAdd Backup Selection - Policy DB Ztest x|

5} senver: Ihagar

Construct a list of scripts andior templates to add to the selection list.

Script or template:

|v|

List of scripts andior templates to add to the selection list:

| »

-

1] []

| OK H Cancel H Help |

3. Type the name of the DB2 template or shell script.
Templates:

Since templates are stored in a known location on the master server, they do not need
to be installed on each client in the Clients list. Enter only the template filename,
without a path. For example:

weekly full backup.tpl
Shell scripts:
Be sure to specify the full pathname when listing DB2 scripts. For example:

\MyScripts\db2 backup db offline.cmd
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Be sure that the DB2 scripts listed here are installed on each client in the Client list.

Note For clustered environments, the scripts must be stored in a location that is available
after a failover.

4. Click Add.
5. To add more templates or scripts, repeat step 3 and step 4.

6. When you are finished adding backup selections, click OK.

Configuring an MS-Windows-NT Policy

In addition to the DB2 policy, you must also configure an MS-Windows-NT type policy.
An MS-Windows-NT policy will enable the backup of database log files.

An MS-Windows-NT type policy must be added when:
¢ userexit for logging is turned on in DB2 UDB.
¢ Clientis a WindowsNT/2000 machine.

Note The name of the policy must be specified in the
install path\NetBackup\dbext\db2\db2.conf file on the client.

To create an MS-Windows-NT policy
1. Add anew policy, as specified in “Configuring a NetBackup Policy” on page 23.
2. Specify the general attributes for the policy:
a. Select MS-Windows-NT for the policy type.
b. Specify other attributes as desired.
3. Add aschedule:

a. Type the name of your schedule.

Note The name of the policy must be specified in the
install path\NetBackup\dbext\db2\db2.conf file on the client.

b. Inthe Type of Backup box, select User Backup.
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This is a user backup that is started by the NetBackup for DB2 on Windows
user-exit program on the client. This schedule specifies the criteria for DB2
archive logs file backups. A User Backup schedule enables user controlled
NetBackup operations performed on the client.

c. Inthe Retention box, set the time period needed to retain two full backups of
your database.
For example, if your database is backed up once every Sunday morning, select a
retention period of at least two weeks.

d. Inthe Start Window section of the Schedules dialog, set the time of day when you
want backups to occur.

This schedule must encompass all of the time periods during which DB2 UDB can
call the user-exit programs.

Note No Backup Selections list is necessary for this policy because it will be a User
Backup type schedule.

4. Specify the clients that you will be backing up. The client must have:
¢ DB2 UDB installed
¢ NetBackup for DB2 on Windows installed

Note If the client is installed in a cluster, add the virtual host name to the policy.

5. Click OK.

The Add New Policy dialog box closes. The policy you just configured appears in the
policy list.

Specifying the Master Server for a NetBackup for DB2 Client

After you have added your NetBackup for DB2 client to a policy, you must specify the
master server for the client in the NetBackup Administration Console.

V¥ To specify the master server in the NetBackup Administration Console
1. Inthe left pane, expand Host Properties.
2. Click Clients.

3. Double click the NetBackup for DB2 client name in the Clients list.
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4. The Client Properties dialog opens.
5. Inthe Properties pane, click Servers.
6. \Verify that the correct server is displayed in the Master Server field.

7. Ifnot, click the server name in the Additional Servers list, and click Make Master. You
can also click Add to add a new server name to the list.

8. Click OK to save your change.

Do not specify the master server in the Backup, Archive, and Restore interface for the DB2
client. This can cause backups and restores to fail. To specify the master server for your
NetBackup for DB2 client, you must set this value in the Client Properties for the DB2
client on the master server.
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Configuring the Run-Time Environment

Environmental Variables

It is important to note that these environmental variables are created by the NetBackup
automatic scheduler when it executes a script.

Note The environmental variables below are only used in the executing script. They are
unknown to the DB2 UDB backup/restore. For example, the DB2 POLICY variable
will not be processed by the DB2 UDB backup or DB2 UDB restore. Instead it uses
the POLICY name defined in the install_path\Netbackup\dbext\db2\db2.conf
file.

When the NetBackup automatic scheduler calls a DB2 script, the following environmental
variables are created.

DB2_ POLICY Name of the NetBackup for DB2 policy from which the Automatic
Backup backup type was started. This policy name is not
necessarily the same policy name that is in the db2 . conf file. This
variable is set only if the backup is initiated from the server
(either automatically by the NetBackup scheduler or manually
through the administrator interface).

DB2_SERVER Name of the NetBackup server.

DB2_ SCHED Name of the NetBackup schedule. This variable is set up only if the
backup is initiated from the server (either automatically by the
NetBackup scheduler or manually through the administrator

interface).
DB2_SCHEDULED Set to 1 if this is a scheduled backup type (Automatic Backup).
DB2_ USER_INITIATED Set to 1 if this is a user-initiated backup type (Application Backup
backup).

Note The variables below can be tested within the script to determine which type of backup has
been requested.

DB2_ FULL Set to 1 for an Automatic Full Backup.
DB2_INCR Set to 1 for an Automatic Differential Incremental Backup
DB2_CINC Set to 1 for an Automatic Cumulative Incremental Backup.
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Creating a db2.conf File

A db2 . conf fileis a control file that indicates what policy, schedule, and database to use.
You must place this file in the install path\NetBackup\dbext\db2\ folder on all
the NetBackup for DB2 on Windows clients. A sample copy is provided in the sample
folder.

Example

Assume we are backing up a database named SAMPLE and its archive logs. We have
already configured two policies that have the required schedules for our backups.

One of the policies is for backing up the database. This policy is named DB2_DB_Policy
and has both an Application Backup schedule and an Automatic Backup schedule. The
first entry in the example file below specifies this policy and its Application Backup
schedule, which is named Default-Application-Backup. The Automatic Backup schedule is
not specified in db2 . conf.

The other policy is for backing up the archive logs. This policy is named DB2_Log_Policy
and has a User Backup type schedule named User. The second entry in the example file
below specifies this policy and its User Backup schedule.

The following settings are used by NetBackup to backup/restore a DB2 database.

Reminders:

1)
2)
3)

The specified policy must have a type of "DB2".
The specified schedule must be defined for this policy.
The DB2 database host must be entered as a client for this policy.

OBJECTTYPE DATABASE

DATABASE SAMPLE

POLICY DB2 DB Policy

SCHEDULE Default-Application-Backup

ENDOPER

H H H HHHHFHHHFHHHFH

e
-——
v

The following settings are used by NetBackup to backup/restore DB2 log files.

Reminders:

1)

2)
3)

If

The specified policy must have a type of "Standard" (for UNIX DB2 host) or
"MS-Windows-NT" (for Windows DB2 host) .

The specified schedule must be defined for this policy.

The DB2 database host must be entered as a client for this policy.

DB2 log file archiving is enabled (DB2 USEREXIT ON), DB2 will invoke

the NetBackup user-exit program to backup & restore DB2 archive log files.
Using ARCFUNC SAVE causes log files to be archived to NetBackup storage,
as specified by the policy.

Using ARCFUNC COPY causes log files to be archived to a disk directory.
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# Use ARCDIR to specify the destination directory for log file backup.
# Use RETDIR to specify the source directory for log file restore.
#

OBJECTTYPE ARCHIVE

DATABASE SAMPLE

POLICY DB2_Log_ Policy
SCHEDULE User

ARCFUNC SAVE

#ARCFUNC COPY

#ARCDIR /home/db2instl/arcdir
#RETDIR /home/db2instl/arcdir
ENDOPER

Using ARCFUNC to Back up Archive Logs
ARCFUNC can be used with two options: SAVE and COPY. The default option is SAVE.

When using ARCFUNC SAVE, the name of the MS-Windows-NT policy configured
earlier (see “Configuring an MS-Windows-NT Policy” on page 35) must be recorded in the
db2.conf file.

The following is an example of a db2 . conf file for backing up archive log files for the
database SAMPLE using ARCFUNC SAVE. The policy name is db2_archive and the
schedule name is db2_archive_sched

DATABASE SAMPLE

OBJECTTYPE ARCHIVE

POLICY db2_archive
SCHEDULE db2_ archive_sched
ARCFUNC SAVE

ENDOPER

The ARCFUNC COPY function is different. It copies the archive log(s) to the ARCDIR.
There is no NetBackup policy or schedule involved or needed. The user exit program
(db2uext2.exe) does the copy operation when called by DB2. However, you must setup
ARCDIR and the RETDIR in the db2 . conf file for the operation to function properly.
The following example shows contents of a db2 . conf file for the database SAMPLE.

DATABASE SAMPLE
OBJECTTYPE ARCHIVE
ARCFUNC COPY

ARCDIR C:\MyLogs\arcdir\
RETDIR C:\MyLogs\arcdir\
ENDOPER

At some point, the disk will become full with archived log files. To manage this, you need
to configure a separate MS-Windows-NT policy to archive the entire ARCDIR directory to
NetBackup storage. To reclaim the disk space, the policy must use a "User Archive"

Chapter 3, Configuration 59 —



Configuring the Run-Time Environment

schedule type. This instructs NetBackup to delete the files after they have been
successfully backed up. Refer to the NetBackup System Adminstrator's Guide for more
information about User Archive schedules.

Note This policy is managed by NetBackup only and has nothing to do with the
db2.conf file.

Using ARCFUNC During Restore of Archive Log Files

If your database is restored to a rollforward pending state, execute a ROLLFORWARD
DATABASE command. DB2 will request the archive log files it needs to do the rollforward.
DB2 will perform the rollforward through the user exit program.

When a restore request comes in from DB2 and the ARCFUNC option is SAVE, the user
exit program will look for the file from tape or other device you setup for backup. When
using this option, you will not need to worry about the ARCDIR or RETDIR options.

When the option for ARCFUNC is COPY, the user exit program will look for the file to
restore from the RETDIR you specified in the db2 . conf file. If some or all of the files
have been archived to NetBackup storage, you must restore them to the RETDIR directory
before performing a ROLLFORWARD DATABASE command. See the "Performing Restores"
section in the NetBackup User's Guide for detailed instructions regarding how to restore a
file to disk. The ROLLFORWARD DATABASE command will request the log files that DB2
needs from the user exit program. The user exit program will look in the RETDIR to find
the file since the option for ARCFUNC is COPY. The user exit program will then copy the
files to the DB2 primary log folder.

Important Points

Remember the following about the db2 . conf file.
¢ Adifferent POLICY name needs to be specified for DATABASE and ARCHIVE objects.

¢ A db2.conf consists of a series of entries that define the policy and schedule based
upon the OBJECTTYPE.

¢ OBJECTTYPE and POLICY are required fields and all other fields are optional.

¢ Each operation consists of a series of keyword, value pairs, which completely define the
total action.

The keyword is not case sensitive, but the value is.
Entries are not nested.

Within an entry, the keyword, value pairs can appear in any order. Each entry must be
terminated by ENDOPER.
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¢ Any line with a # in the first column is treated as a comment line.

Keywords

The following table describes the keywords and values used in db2 . conf file.

Keyword Value Required Default Description
ARCDIR directory path yes, if the value for none folder path name where
ARCFUNC is COPY archive logs are moved to.
no, if the value for
ARCFUNC iS SAVE
ARCFUNC SAVE | COPY no SAVE Only for OBJECTTYPE is
ARCHIVE. SAVE saves a
backup/restore archive log
to/from NetBackup. COPY
copies an archive to/from
ARCDIR/RETDIR directories.
POLICY NB policyname yes If not specified, it | NetBackup policy name.
will not use the
first DB2 policy
found in the
configuration on
the NetBackup
master server.
DATABASE database_name no none DB2 database name.
If OBJECTTYPE is ARCHIVE,
then an MS-Windows-NT
policy must be specified.
If OBJECTTYPE iS DATABASE
or TABLESPACE, then a DB2
policy must be specified.
ENDOPER none yes none Terminates each entry.
OBJECTTYPE | DATABASE yes none Type of backup/restore being
TABLESPACE performed.
ARCHIVE DATABASE and TABLESPACE
are for DB2 policy types.
ARCHIVE is for the
MS-Windows-NT policy type.
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Keyword Value Required Default Description
RETDIR directory path yes if the value for none The folder path name where
ARCFUNC is COPY archive logs are retrieved from.

no if the value for
ARCFUNC is SAVE

SCHEDULE nb schedname no first Application NetBackup schedule name in
Backup in policy | policy.

- 62 NetBackup for DB2 System Administrator’s Guide for Windows



Enabling Database User Authentication

Enabling Database User Authentication

Because the NetBackup Client service is, by default, started under the SYSTEM account,
special attention must also be given to database user authentication. The SYSTEM account
will not have permission to connect to the target database. You must run the NetBackup
Client service under an account that has SYSADM, SYSCTRL, or SYSMAINT privileges for
DB2 and the account name must comply with the DB2 naming rules. To do this:

¥ To change the user account for the NetBackup client services

1.

2.

8.

9.

Choose Start > Settings > Control Panel.

From the Control Panel, open Services.

Highlight NetBackup Client Service and click on Stop.

Click Startup.

From the Log ON As: pane, select This Account.

Type in the account name with SYSADM, SYSCTRL, Or SYSMAINT privileges.
Type in the password.

Click OK.

Click START to restart the service.

For more information on naming rules and authentication, see your DB2 documentation.
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Creating Templates and Shell Scripts

To perform a scheduled NetBackup for DB2 backup, you must create a template or shell
script. The template or shell script will direct the backup job on the NetBackup for DB2
client. You will add this template or shell script to the Backup selections list in the
NetBackup for DB2 policy on the master server. You can also use the template or shell
script to manually start a backup on the client.

Understanding Templates and Shell Scripts

Templates

The NetBackup for DB2 Backup Wizard is used to create backup templates. This wizard is
initiated from the NetBackup Backup, Archive, and Restore interface. See “Creating a
Backup Template Using the NetBackup for DB2 Backup Wizard” on page 65.

The NetBackup for DB2 Backup Wizard does not support all of the commands and
options provided by DB2. A script should be written for situations where a template does
not provide all of the required functionality.

Shell Scripts

Shell scripts are written by the user and must conform to DB2 shell syntax. Sample backup
and recovery shell scripts are installed on the client with the NetBackup for DB2 agent.
Modify these scripts to meet your individual requirements. See “Creating DB2 Scripts
Manually” on page 70 for more information on sample scripts.

NetBackup for DB2 also provides a utility, bpdbsbdb2, that can generate a shell script
from a Backup Wizard template. This allows a user to create a template with the Wizard,
then generate a shell script from it. The user can then run the shell script, or modify the
shell script further. See “Creating Shell Scripts Using bpdbsbdb2” on page 68.

Specifying the NetBackup Master Server from the Client

Use the Backup, Archive, and Restore GUI to specify the NetBackup master server from
the client. Setting the master server in the client GUI ensures that the templates you create
will be saved to the same master server where you created the NetBackup for DB2
policies.
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V¥ To specify the master server

1. Inthe Backup, Archive, and Restore, click File > Specify NetBackup Machines and
Policy Type.

2. Inthe dialog, click the Servers tab.

3. If the master server is not in the Server List, enter the server name in the New Server
Name field. Click Add.

4. Select the master server in the Server List, and click Make Current.

5. Click OK.

Creating a Backup Template Using the NetBackup for DB2
Backup Wizard

Create the backup template using the DB2 Backup Wizard, available in the NetBackup
Backup, Archive, and Restore interface.

Browsing for the DB2 Instance to Back Up

You can browse the DB2 environment in the Backup, Archive, and Restore interface on the
NetBackup for DB2 client.

% To start the NetBackup Backup, Archive, and Restore interface, from the Start menu,
click Programs > VERITAS NetBackup > Backup, Archive, and Restore
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If DB2 is installed, the Backup, Archive, and Restore interface for your DB2 client displays
a DB2 resource node in the left pane. Click the Select for Backup tab, and expand the DB2
resource in the left pane to view a DB2 instance hierarchy. Select a node in the left pane to

view details in the right pane.
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File "Edit Wiew Actions ‘window Help
(B3 Select for Backup | B3, Select for Restore ~ | &yView Status | &
L& Backup: Server: beiwe Client: beiwe
g All Folders Contents of DB2-ADB2ASAMPLEAOAT able Spaces
— Mame | Time M... | Status | |..| Man... I Contents |
:E: @ SYSCATSPACE 18108416 Mommal 0 System  Fegular
/| armal ystem  Temporary
B [7 & TEMPSPACED 4095 Mormal 1§ T
o @ USERSPACET  1BE7072  Momal 2 Spstem  Regular
OS2 G
DJ Metwark,
+-[7] #f Fegistry
D Systern_State / DB2 Resource
W] Drac:le//
= 71 DB2 Instance
E-[7] {31 DB2
e SAMPLE——ou |
SE@o—~ [ ———————_ Database
=] @ Table Spaces — ]
M STSCATSPACE \ Partiti
&P TEMPSPACET artition
¥ USERSPACE1
Tablespace
Ready i

Selecting any parent database object automatically selects all the children objects beneath
it. The following table provides an explanation of the DB2 object types displayed.

DB2 Database Objects in the Backup Window

DB2 resource

instance

database

If NetBackup for DB2 is detected on the client, the browser window

displays the DB2 resource. This is the top level DB2 object in the browser.

The second level object is a DB2 instance. An instance represents a

collection of DB2 databases.

You cannot directly select a database for backup, however, by selecting all

partitions below it, you can effectively select the whole database. If you
select the database for backup, you will not be able to select other
databases. If you select objects within the database, you will not be able to
select objects within other databases at the same time.
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DB2 Database Objects in the Backup Window

partition

table space

The partition is the highest selectable DB2 object. A partition represents a
collection of storage within a database where table spaces are stored.
Partitions contain table spaces and log folders. Within a database, you can
select a partition or more than one partition.

DB2 EEE/DPF environments generally consist of multiple partitions.
Other DB2 UDB environments consist of a single partition, which is
usually represented as partition zero (0).

Note Only partitions that reside on the same NetBackup client are
displayed. Other partitions on remote hosts are not displayed. See
the Caution below for more information.

A table space is a logical entity representing a collection of physical
storage containers. Table spaces are comprised of containers, which
represent database storage units. A table space is the lowest level DB2
object you can select in the browser.

Caution Because the GUI only displays local or resident partitions, templates created on
the local client will not back up partitions on remote hosts. You must create
additional templates for the other remote partitions by running the wizard on
those clients. To back up the entire EEE/DPF configuration, specify multiple
templates in the policy Backup Selections list.

Using the NetBackup for DB2 Backup Wizard

When you have selected the DB2 objects that you want to back up, you can use the
NetBackup for DB2 Backup Wizard to create a backup template for that DB2 element. The
following procedure takes place in the Backup, Archive, and Restore interface on the
NetBackup for DB2 client.

V¥ To create a backup template using the NetBackup for DB2 Backup Wizard

1. Inthe Backup, Archive and Restore interface, select the DB2 object(s) you want to

back up.

2. Click Backup.

The NetBackup for DB2 Backup Wizard displays several screens where you will enter
information about the backup operation you want to perform:

¢ Welcome

¢ Database Login
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¢ Initial Settings

¢ Backup Options

¢ Template Summary

If you need an explanation of any of the fields on the wizard panels, or more details,

click Help on the wizard panel.

3. When you have completed the wizard, the Template Complete screen displays. You
can choose to save the template for later use, run the template immediately, or both.

NetBackup for DB2 Backup Template Wizard x|

“F Template Complete
|

Save or execute your template.

[V Save template on the NetBackup master server
Mame:

Isample

Description:

IBackup the zample databaze

¥ Execute template immediately after finishing

< Back I Finizh I Cancel | Help |

Click Help for details about saving and running the template you created.

When you are satisfied with the template, click Finish to save, run, or save and run the
template you created.

When a backup template is run from the wizard, a full backup is performed.

Creating Shell Scripts Using bpdbsbdb2

bpdbsbdb2 is a NetBackup for DB2 command line utility used to initiate template based
user-directed backup and recovery. This utility is also used to generate DB2 shell scripts
from templates created by the Backup Wizard.

At the command prompt, type:

bpdbsbdb2 -backup -g <script file name> -t <template name>
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The following options are supported:

-g script file Generates a shell script from a template. Enclose script file name in
name quotes if it contains blanks. This option may not be used with the run
option. See “Using bpdbsbdb2” on page 87.

-t template name identifies the template.

bpdbsbdb2 will retrieve backup templates from a known location on
the master server. Therefore, specify only the file name.

Caution It is the user's responsibility to review and customize any/all scripts generated
from templates. Generated scripts are intended to be modified for the user's
environment and preferences. For example, settings such as passwords or
catalog partition numbers are not generated in the template to script
conversion, and require manual intervention. In addition, generated scripts do
not handle all possible error and failure cases, and should be used at your own
risk.

Scripts generated for Windows are intended to be executed using the DB2CMD command
processor provided with DB2, DB2CMD C:\TEMP\SCRIPT.CMD. See the DB2 Command
Reference for details.

Script execution permissions should be reviewed and modified as desired by the user.

For security purposes, usernames and passwords are not included in generated scripts,
and must be added if needed.

The DB2 QUIESCE command is generated when the Disconnect users and prohibit
access template option is specified. However, this command will fail if your version is
prior to DB2 V8.1.

When attempting a point-in-time restore, the time value must be customized. The
command DB2 RESTORE ... TAKEN AT strictly interprets the specified time, and will
succeed only if a backup image with the same time exists. See the DB2 Command
Reference for details. (This limitation does not exist for templates, which search for an
appropriate image.)

If a template enables roll-forward recovery, then roll-forward commands are generated for
all partitions specified in the template, whether or not that partition is configured for
roll-forward recovery.

If a script performs a roll-forward recovery, the DB2NODE variable must be customized. In
single partition environments, this variable can typically be empty, for example,
“DB2NODE=". In a multiple partition environment, this variable must be set to the catalog
partition number.
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Creating DB2 Scripts Manually

Note For more information on scripts, see the DB2 Commands User’s Guide.

The following example scripts were included with the NetBackup for DB2 on Windows
installation:

db2 backup db offline.cmd

db2 backup db online.cmd

db2 restore db.cmd

db2 mpp backup offline.cmd

db2 mpp restore db.cmd
These scripts were provided as examples. They are installed in the following folder:
install path\NetBackup\dbext\db2\samples\

where install path is C:\Program Files\VERITAS by default.

Note Be sure to modify these scripts for your environment. Do not store your scripts in
the sample directory, as they will be lost when upgrading or re-installing. Always
relocate your scripts to a safe location. For clustered environments, this location
must be available after a failover.

Although each script can have multiple DB2 commands operations, a separate script is
required for each type of operation. For example, you need separate scripts for backups
and restores.

Caution Always specify the correct script when configuring automatic backups or when
starting operations through NetBackup. NetBackup for DB2 on Windows will
not generate an error if a restore script is used for a backup operation or a
backup script is used for a restore operation.

Instructions for Modifying Scripts

Note If you are using DB2 EEE, see “Creating DB2 Scripts or Templates for a DB2 EEE
Environment” on page 134.

1. Copy the example scripts to a different folder on your client. This should be a safe
location. In clustered environments, this location should be available after a failover.

2. Modify the script
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a. Use atext editor such as Notepad to open the script.

b. Follow the instructions in the script.

Note Test the scripts you just created by starting a manual backup of this policy as
explained in “Testing NetBackup for DB2 on Windows Configuration Settings” on
page 73.

Script Parameters

Parameters are necessary in DB2 scripts to enable the DB2 commands to perform backup
and restore operations. The parameters can come from one of these sources:

¢ Environmental Variables
¢ NetBackup db2.conf

Parameters from these sources can be evaluated within the scripts. For example, the
DB2_POLICY value is the name of the policy used to perform the backup.

For details, please see “Configuring the Run-Time Environment” on page 57.

Storing Templates and Scripts

Templates

The NetBackup for DB2 Backup Wizard saves a backup template to a NetBackup specific
location on the current NetBackup master server. A backup template is retrieved from the
master server as part of a backup (server-directed, scheduled, or user-directed) and is run
on the client. A backup template is associated with a policy by specifying its name in the
policy file or script list. Because backup templates are stored on the server in a known
location, server directed and scheduled backups will use the same copy of the template
for each client in the policy client list.

The NetBackup for DB2 Recovery Wizard saves a restore template to a user specified
location on the client. The location specified should include a fully qualified path to a
directory where the user has write access. For information about the recovery wizard, see
“Using the NetBackup for DB2 Recovery Wizard” on page 85.

Templates store encrypted passwords that are decrypted at runtime.
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Shell Scripts

DB2 scripts must reside on the NetBackup client. Backup scripts are associated with a
policy by specifying the file name (including path) in the policy file or script list. This
means that for server-directed or scheduled backups, each client in the policy's client list
must have a copy of the script with the same name in the same location. See “Specifying
the List of Backup Selections” on page 33.

The backup and recovery processes sometimes require passwords for DB2 database access
and/or system user accounts.
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Testing NetBackup for DB2 on Windows Configuration

Settings

After configuring the master server for NetBackup for DB2 on Windows, test the
configuration settings. For a description of status codes, refer to the NetBackup
Troubleshooting Guide for UNIX and Windows.

NetBackup Administration Console for Windows

Use this procedure to test a policy configuration from a Windows server or from the
Remote Administration Console.

V¥ To test the configuration settings on a Windows server

1.

2.

Log onto the server as administrator.

Start the NetBackup Administration Console.

In the left pane, click Policies. The policy list appears in the right pane.
Click on the policy you wish to test.

Choose Actions > Manual Backup.

The Manual Backup dialog is displayed.

Manual Backup =
Start backup of policy: sgl2
Schedules: LClients:
schedule_name client_name

Select a schedule and one or maore clients to start the backup.

To start a backup for all clients, press OK without selecting any clients.

Cancel |

The Schedules pane contains the name of a schedule (or schedules) configured for the
policy you are going to test. The Clients pane contains the name of the client(s) listed
in the policy you are going to test.

Follow the instructions on the dialog.
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7. Click Activity Monitor on the NetBackup Administration Console.

] Activity Monitor - dillweed - NetBackup Administration Console o =] 9

File Edit Yiew Actions Help |E
B-lml&sx 2axX|[fm@E alve| B2 E
B O A ENGHLO P PP XD O

dillweed dillweed : Topology =
= dilweed (Master Server)
3], Activity Manitar g%
= NetBackup Management . 4
Reports —

{3, Policies

{E5) Storage Units dileed

Catalog
Host Properties
=155} Media and Device Manager
H 230 Device Monitar dillweed: 4 Jobs (0 Queued 0 Active 0Requeued 0 Suspended 0Incomplete 4Done) [
B3 Media Job 10 [ Type [ 3ob... [ Status [ policy [ Sch... [ client [ me... [ Star.. [Stor...[End. [ aee.. [
Devices W 1 Backup Done o test auto  dilwesc dillw... S/15f... s 215/... z
{0 Access Management

4| | »

0| jaml Jobs [ services Processes Drives |

For Help, press F1 [Master Server: diweed [Connected 2

If the manual backup does not exit with a successful status, refer to the
Troubleshooting chapter.

NetBackup Administration Console for UNIX

Use this procedure to test a policy configuration on the NetBackup Administration
Console for UNIX.

V¥ To test the configuration settings on a UNIX server
1. Log onto the server as root.
2. Start the NetBackup Administration Console.

3. Inthe left pane, click Policies.

The right pane splits into an All Policies pane and a details pane.
4. Inthe All Policies pane, click the policy you wish to test.

5. Choose Actions > Manual Backup.
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The Manual Backup dialog is displayed.

]
5 Server: hagar
Palicy name: OK
fost
Cancel

Schedules:
schedule_name

Clients:

client_name

Select a schedule and one or more clients to start the hackup. To
start a backup for all clients, press OK without selecting any
clients. Use the Activity Monitor to view progress.

The Schedules pane contains the name of a schedule (or schedules) configured for the
policy you are going to test. The Clients pane contains the name of the client(s) listed
in the policy you are going to test.

6. Follow the instructions on the dialog.

7. Click Activity Monitor on the NetBackup Administration Console.

ﬂnctivity Monitor - hagar - NetBackup Administration Console [logged into hagar] - |EI|1|

VERITAS NetBackup™

File Edit View Actions Help

BlesnHdRSY XO LR TeHE =
hagar {Master Server) : hagar: 79 Total {0 Queued 0 Active 0 Req 1 0 Susg led 0 Inc | 79 Done)
5] hagar (Master Servar) A _gobig | Type | State | Staus | Policy | Schedule | Client [
i;icvﬁ;pnldi:ithonr@l and Restore * 65 Backup Done o test schedule_r client_narme:
@ MetBackup Management
@ 5] Reports
™ Policies
@ (=] Starage Units
GCatalog

@ %8 Host Properties

@ @ Media and Device Management
=) Device Monitar

& B Media

@ |5 Devices

@Access Management
G*@Vaultndanagement

H2 Filesystem Analyzer

[¥]

1
L Jobs [ D [ Processe
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If the manual backup does not exit with a successful status, refer to the
Troubleshooting chapter.
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When all installation and configuration is complete, you can start DB2 backups and
restores through NetBackup or execute DB2 UDB commands directly.

This chapter contains the following sections:
¢ Performing a Backup
¢ Browsing Back Ups

¢ Performing a Restore

Caution Always specify the correct DB2 script or template when configuring automatic
backups or when starting operations through NetBackup (see the Configuration
chapter). NetBackup for DB2 on Windows will not generate an error if a restore
DB2 script file is used for a backup operation or a backup DB2 template or
script is used for a restore operation.
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Performing a Backup

There are two types of DB2 backups: database and archive logs.

¢ A database backup is a copy of the entire database or tablespaces. This backup is
accomplished by executing a DB2 BACKUP DATABASE command. A database backup
can be initiated through NetBackup by an automatic backup of a DB2 policy, a manual
backup of a DB2 policy, or a user-directed backup through the DB2 command
window.

¢ Anarchive log backup is a backup of an archive log file for DB2. These backups are
initiated by DB2 through a user exit program.

Performing a Backup from the NetBackup Master Server

Automatic Backup of a DB2 Policy

The most convenient way to back up your database is to set up schedules for automatic
backups. When the NetBackup scheduler invokes a schedule for an automatic backup, the
DB2 scripts run:

¢ Inthe same order as they appear in the file list
¢ Onall clients listed in the client list
The DB2 scripts will start the database backup.

To add a new schedule or change an existing schedule for automatic backups, follow the
guidelines given in the Configuration chapter.

When a backup template is run from a NetBackup schedule, the schedule determines the
backup type (full, cumulative, or differential).

If an online backup of a partition is requested, the DB2 LOGRETAIN or USEREXIT setting
must be enabled. If not, an offline partition backup will be attempted. An offline backup is
also attempted if the database is in backup-pending mode.

If a table space backup is requested, the DB2 LOGRETAIN or USEREXIT setting must be
enabled. If not, DB2 does not support offline tablespace backup, so template execution
will fail.

For more information about templates, see “Running a NetBackup for DB2 Backup
Template” on page 79.
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Manual Backup of a DB2 Policy

The administrator on the master server can use the NetBackup administrator’s interface to
manually execute an Automatic Backup schedule for a DB2 policy. The instructions for
doing this are the same as given in “Testing NetBackup for DB2 on Windows
Configuration Settings” on page 73.

Refer to “Testing NetBackup for DB2 on Windows Configuration Settings” on page 73 for
instructions on initiating a backup of a DB2 policy.

Performing a User-Directed Backup from the NetBackup for
DB2 Client

Running a NetBackup for DB2 Backup Template

When executing a template, database partitions are processed sequentially, in the order
listed in the template summary. All table spaces residing with the same partition are
processed together. For example, if table space T1 resides in partition P1, and table spaces
T2 and T3 reside in partition P2, the processing order is:

1. Process table space T1 in partition pP1.

2. Process table spaces T2 and T3 in partition p2.

A failure in processing a request immediately stops the template execution. The error
condition must be resolved before the template can be re-executed.

Except where noted, all DB2 warnings are treated as DB2 errors; they cause template
execution to fail.

If the Disconnect users and prohibit access template option is selected, the DB2 QUIESCE
command is attempted before performing the backup or restore. In versions prior to DB2
V8.1, this feature is not available and instead the Abort if users are connected option is
enforced .

Users must have sufficient DB2 permissions to browse DB2 databases and perform
backup, restore, and rollforward operations. Refer to the following DB2 database manager
configuration settings: SYSADM, SYSCTRL, and SYSMAINT.

Using DB2 Template Administration

The DB2 Template Administration dialog is available in the NetBackup Backup, Archive,
and Restore interface.
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Use this dialog to run, edit, delete, rename, and view existing backup templates. These are
the templates created by the NetBackup for DB2 Template Generation Wizard and stored
in a pre-determined location on the master server. See “Creating a Backup Template Using
the NetBackup for DB2 Backup Wizard” on page 65.

V¥ To use DB2 Template Administration

1. Inthe Backup, Archive, and Restore interface, choose Actions > Administer
Templates > DB2.

The DB2 Template Administration window appears:

1 DB2 Template Administration

Select Template

Template Mame Type Description Run.

Backup Payroll database
Wwarehouse. tpl Backup [rata \Warehouse Edit

|
&5 |
[[oEe |
EEEE
[ |

Delete

Rename...

Wigw

4] I+

Cloze | Help

2

The Select Template list shows the names and descriptions of the DB2 backup
templates stored on the current master server.

2. Select the name of the backup template you wish to run.

3. Click Run.
The Run dialog displays:

DB2 Database Logon Credentials

User Mame:

Password:

4. Supply a User name and Password. Click OK.
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A Template Summary window displays:

i Database Template Administration

Template Summary For: Payroll.kpl

# DEBZ Specifics

#

User Mame: d
#

Home: D:\PROGRA~1YIBMISQLLIE
Instance: DB2CPF

#

# Backup Settings

Backup will be performed while users are connected
Mumber of sessions: 1

Degree of parallelism: 1

Mumber of buffers: 2

Buffer Size: 1024 * 4KE pages = 4096KE

#

#

# Database Components -

|

Database SAMPLE -
¥

Cancel | Run Help |

5. Click Run. The template will run a full backup. Incremental backups are only
available through the NetBackup scheduler.

You can use the View Status tool to see the status of the backup. Click File > View

Status.

The DB2 Template Administration window provides the following functions:

Run Run executes the selected template.

Edit Edit is used to change the contents of an existing template. The
selected template is loaded into the NetBackup for DB2 Template
Generation Wizard.

Delete Delete is used to delete the selected template.

You must be the root user or the template creator to delete a
template.

Rename Rename is used to change the name of the selected template.
You must be the root user or the template creator to rename a
template.

View View is used to see a summary of the selected template.
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Using bpdbsbdb2

The bpdbsbdb2 command allows you to run a backup template created by the
NetBackup for DB2 Backup Wizard.

At the command prompt, type:

bpdbsbdb2 -backup -r -t <template name>
where -r runs a template and -t identifies the template.
For example:

bpdbsbdb2 -backup -r -t DB2 Mon full.tpl

bpdbsbdb2 will retrieve backup templates from a pre-determined location on the master
server. Therefore, specify only the file name.

Using DB2 to Perform a Backup

You can start a backup by executing the DB2 BACKUP DATABASE command from the DB2
command window on the client. For example:

db2 backup database sample load install path\NetBackup\bin\NBDB2.dll

Refer to the IBM DB2 Universal Database Command Reference for details on using the DB2
BACKUP DATABASE command.

Browsing Backups

This section describes how to browse backup images. You can also use the DB2 LIST
HISTORY command. For instructions on using this command, see the IBM DB2 Universal
Database Command Reference manual.

Using Backup, Archive, and Restore to Browse

The Backup, Archive, and Restore interface displays the DB2 resource. You can browse the
DB2 resource through four levels: instance, database, partition, and tablespace. You can
view the containers in a tablespace, but you can only select for restore at the tablespace
level or the partition level.

This interface does not currently allow browsing of previous backups. Instead, it browses
the existing DB2 instances and databases. You can select these DB2 objects and use the
NetBackup for DB2 Recovery Wizard to prepare recovery templates for the objects. See
“Using the NetBackup for DB2 Recovery Wizard” on page 85.
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The following shows a sample restore window in the Backup, Archive, and Restore
interface. In this example, the DB2 resource is expanded down to the table space level. You
can select a tablespace or table spaces, a partition or partitions, or one entire database (by
selecting all of its partitions) for the restore.

[ Backup, Archive, and Restore - NetBackup - [Restore: Server: beiwe Source Client: beiwe Destination Client-__. [Ei[=] E3
File * bdit . Wighe  Actionz Window  Help - ||5!|i|
_@Select far Backup | E3, Select for Restore - iew Statug | @
@ INelBackup History
=1
2l | All Folders Contents of ‘'Table Spaces’
g Eé:l DEB2 MName | Size | Loca.. | Ml Cont... | Cortain... |
=213 DB2 [ & SYSCATSPACE 18103416 Momnal O System Regular
E-A1H seMPLE [ €8 TEMPSPACET 4095 Nomnal 1 Spstemn  Temparary
"’% Eg.j 0 [ & USERSFACET 1667072 Momal 2 Systern Regular
o ]
[
[Pl USERSPACET
Ready v

Using bplist to Browse

The following example uses bplist to search all DB2 backups (images) for the client
named camel, which is also the master server. The information comes from the NetBackup
catalog on the master server. The -t 18 on this command specifies DB2 backup types.
The bplist output shows the list of DB2 database backup images that are stored in the
NetBackup database. See the NetBackup online help for more information on the bplist
command.

install_path\bplist -C camel -S camel -t 18 -R /

DB2:\SAMPLE\node0000\19991202105152\SAMPLE. 0.DB2.node0000.0.19991202105152.1
DB2:\SAMPLE\node0000\19991202104734\SAMPLE. 0.DB2.node0000.0.19991202104734.1
DB2:\SAMPLE\node0000\19991201171209\SAMPLE. 0.DB2.node0000.0.19991201171209.1
DB2:\SAMPLE\node0000\19991129154117\SAMPLE. 3 .DB2.node0000.4.19991129154117.1
DB2:\SAMPLE\node0000\19991129142046\SAMPLE. 0.DB2.node0000.0.19991129142046.1

The next example uses bplist to search for all DB2 archive log file backups. The -k
DB2_L og_Policy specifies files backed up using this policy. The policy name originates
from the settings in the db2.conf file for archive log files. The bplist output shows the
list of DB2 archive log files stored in NetBackup.
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install_path\NetBackup\bin\bplist -k DB2 Log Policy -C camel -S camel -R /
C:\DB2\NODE0000\SQL00001\SQLOGDIR\S0000026.LOG
C:\DB2\NODE0000\SQL00001\SQLOGDIR\S0000025.L0OG
C:\DB2\NODE0000\SQL00001\SQLOGDIR\S0000024 .LOG

The following diagram explains how to interpret one of the lines from the listing.

DB2ASAMPLE \noded000V1 899120110515 2\SAMPLE.0.DB2.noda0000.0.19991202105152.1

[ |
L File name (see below).
Time that the backup occurred.

Mame of the node.

— Database name.

— DB2 is the directory name for all DB2 backups.

SAMPLE.0.DB2.node0000.0.19991202105152.1 -4——

|— Timestamp
Date: year month day
Time: hour minute second).
Session: A file extension consisting of a thres-digit
session number. This identifies the session number
that was specified on the DB2 backup command.

— Last archive log number.

— The number of the node. In non-partitioned database systems, this is
always zero (node(00), In a partitioned database system, it is
nodexoo, where xxxx is the number assigned to the node in the
dbZ2nodes.cfg file.

— Oine to eight character database instance name.

— Type of backup taken (0 for full database or 3 for tablespace level backup).

— Database nama.
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Performing a Restore

Executing the NetBackup for DB2 Template on the Client

Using the NetBackup for DB2 Recovery Wizard

NetBackup for DB2 includes a Recovery Wizard that solicits information from the user
about the desired DB2 restore and recover operations. The wizard uses the information to
create a template that can be used immediately or saved for later use.

The NetBackup for DB2 Recovery Wizard saves a recovery template locally, in a
user-specified location on the NetBackup client. Recovery templates are not stored on the
server because recovery is always user directed, not scheduled. Under normal
circumstances, a recovery template will be run immediately and then deleted.

The recovery process sometimes requires passwords for DB2 database access and system
user accounts. Templates store encrypted passwords that are decrypted at runtime.

Because recovery can be a complex process, it may be necessary to perform manual steps
as part of the operation. Please review your DB2 Backup and Recovery Guide for more
information.

Starting the NetBackup Backup, Archive, and Restore Interface

The NetBackup for DB2 Recovery Wizard is launched from the Backup, Archive, and
Restore interface. You can access the interface through the NetBackup Administration
Console, or from the command line.

% To start the interface from the NetBackup Administration Console, click Backup,
Archive, and Restore in the left pane of the console.

Select for Restore

Click Select for Restore, and expand the DB2 resource in the left pane to view a DB2
instance hierarchy. Select a node in the left pane to view details in the right pane.

DB2 Policy Type

Note that if the DB2 node is not visible, it’s possible that your NetBackup for DB2 client
does not have the appropriate policy type specified. Change the policy type with the
following steps.
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V¥ To change the client policy type

1.

2.

3.

4,

On the Actions menu, select Specify NetBackup Machines and Policy Type.
On the Specify NetBackup Machines dialog, click the Source client/Policy type tab.
In the Policy type drop down list, select DB2.

Click OK.

Using the Recovery Wizard

When you are ready to perform a recovery, follow these steps to create and run a template
with the Recovery Wizard.

¥ To use the Recovery Wizard

1.

2.

In the Backup, Archive, and Restore interface, expand a DB2 instance and select the
database object(s) you wish to restore.

Click Actions > Start Restore of Marked Files.

I Backup. Archive. and Restore - NetBackup - [Restore: Server: beiwe Source Client: beiwe Destination Client:... [H[=] E3

File * dit . Wighy Actions ‘Window Help _1&] %]
_@Select far Backup | 3, Select for Restore v| {2 View Status | @
@ !NelBackup History
2! | All Folders Contents of “Table Spaces’
=R ame ize | Loca... ont... ontain..
o |48 DB2 N | izl Loca.| M| Cont. | & I
E=-FZE] DB2 M & SYSCATSPACE 13108416 Momal 0 System  Regular
B 218 SAMPLE ] £ TEMPSPACET 409 Momnal 1 System  Temporary
&, E---gjﬂ e [P0 USERSPACEY 1667072 Mormal 2 System  Fegular
i able Spaces:
[ [l & SYSCATSPACE
&9 TEMPSPACET
&9 USERSPACET
Fieady v

The NetBackup for DB2 Recovery Wizard displays several screens where you will
enter information about the backup operation you want to perform:

¢ Welcome
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¢ Database Login

¢ Time Periods

¢ Restore Options

¢ Recovery Options

If you need an explanation of any of the fields on the wizard screens, or more details,

click Help on the wizard screen.

3. When you have completed the wizard, the Template Complete screen displays:

NetBackup for DB2 Recovery Wizard x|

__‘F Template Complete
|

Save or execute your template,

IEI: StemphdbZrecoveny. tpl

[T Execute template immediately after finishing

< Back I Finizh I Cancel | Help |

You can choose to run the template immediately after the wizard finishes or save the
template locally, or both. For explanations of your choices, click Help.

Using bpdbsbdb?2

The bpdbsbdb2 command allows you to run a recovery template created by the
NetBackup Recovery Wizard.

At the command line, type:

\install_path\netbackup\bin\bpdbsbdb2 -restore -r -t <template name>
where -r runs a template and -t identifies the template

For example:

bpdbsbdb2 -restore -r -t \db2\restore templates\full restore.tpl
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Restore templates do not reside in a pre-determined location on the master server. They
are considered to be temporary in nature and should reside on the client. If the full path is
not specified as part of the restore template name, the file might not be found.

For details about creating a script from a template using bpdbsbdb?2, see “Creating Shell
Scripts Using bpdbsbdb2” on page 68.

Using DB2 to Perform a Restore

The procedure for restoring a DB2 database depends on the database involved and the
problems that you have on your system. See the DB2 UDB Administration Guide Data
Recovery and High Availability Guide for a complete description of how to recover a DB2
database.

The following procedure shows how to restore our example database, SAMPLE, to the

level of a recent database backup plus archive logs.

To restore a database using DB2

1. Perform a user-directed restore by executing the DB2 RESTORE DATABASE command
from the DB2 command window on the client:

db2 restore database sample load
install path\NetBackup\bin\NBDB2.d1ll

Refer to the IBM DB2 Universal Database Command Reference manual for details on
using the DB2 RESTORE DATABASE command.
2. Browse and restore archive log.
See “Using bplist to Browse” on page 83 in the previous section. Also follow the
instructions in “Using ARCFUNC During Restore of Archive Log Files” on page 60.
3. Runthe DB2 ROLLFORWARD DATABASE command. This brings the database back
on-line. For example:
db2 rollforward database sample to end of logs and stop

For more information on this command, refer to the IBM DB2 Universal Database
Command Reference manual.
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When a DB2 database is used by SAP software, NetBackup for DB2 can be used within
that environment for backup and restore of SAP data. This chapter provides guidelines for
using SAP, DB2, and NetBackup together.

This chapter contains the following sections:
¢ Installation of the DB2 User-Exit Program
¢ Backup and Restore of DB2 Databases

¢ Archive and Restore of DB2 Log Files

¢ Backup of SAP Files
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Installation of the DB2 User-Exit Program

DB2 allows for the presence of a single user-exit program to manage archiving of database
log files. Both SAP and NetBackup deliver user-exit programs for exclusive use by DB2.
The user-exit program resides in the DB2 database directory as db2uext2.

Note The use of the NetBackup user-exit program is required, because it provides for
automatic archiving of log files to tape and on-demand recovery of log files by DB2.

Take precautions when installing SAP to prevent overwriting the NetBackup user-exit
program. Always preserve the NetBackup db2uext2 file before installing SAP, and restore
afterwards.

Backup and Restore of DB2 Databases

Follow the standard NetBackup instructions in this document for backup and restore of
the DB2 database(s) used by SAP. You may use either DB2 or NetBackup to initiate
database backups and restores.

Caution Do not use SAP CCMS, sapdba, brbackup, or brrestore commands to
initiate backups or restores. They will not invoke NetBackup.

Caution Also, SAP must not be running when attempting to restore the database.

Archive and Restore of DB2 Log Files

Follow the standard NetBackup instructions in this document for configuring the
user-exit program. DB2 will automatically invoke the user-exit program to archive and
recover the necessary log files.

Caution DO NOT use SAP CCMS, sapdba, brarchive commands, or the SAP Lodfile
Management window in the DB2 Control Center for log file archival. They are
dependent upon the SAP user-exit program for proper operation.
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Backup of SAP Files

Be certain to include any/all SAP files when planning for SAP recovery, not just the DB2
database. For instance, any regular files used by SAP can be backed up using standard
NetBackup file backup procedures. For file backup instructions, consult the “Performing
Backups” section in the NetBackup Backup, Archive, and Restore online help.
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NetBackup for DB2 with Advanced Client §)

This chapter explains how to use NetBackup for DB2 with NetBackup Advanced Client to
perform snapshot backups backups of your DB2 database.

To use NetBackup for DB2 with Advanced Client, you must have both NetBackup
Advanced Client and NetBackup for DB2 licensed and installed.

The chapter provides information on the following topics:

¢ Installation and Licensing Requirements

NetBackup for DB2 with Advanced Client Overview

How Does NetBackup for DB2 with Advanced Client Work?
Configuring a Snapshot Backup

Using NetBackup for DB2 with Advanced Client

* & o o




Installation and Licensing Requirements

Installation and Licensing Requirements

To use NetBackup for DB2 with Advanced Client, you must have the following licensed
and installed:

¢ NetBackup for DB2 5.1
¢ NetBackup Advanced Client 5.1

For details on installing and configuring NetBackup Advanced Client, see the NetBackup
Advanced Client System Administrator’s Guide. There are no additional VERITAS NetBackup
installations required. Other hardware and software configurations may be necessary. See
the configuration requirements for the specific advanced backup methods in the
NetBackup Advanced Client System Administrator’s Guide for details.
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NetBackup for DB2 with Advanced Client Overview

NetBackup for DB2, when used in conjunction with NetBackup Advanced Client, can
back up and restore DB2 objects by taking snapshots of the component files and then
backing up the snapshot version to tape, or committing them to another form of persistent
storage. This means capturing the data at a particular instant, without causing significant
client downtime. The resulting capture or snapshot can be backed up without affecting
the performance or availability of the database.

Advanced Client Features

The following NetBackup Advanced Client features are available for use with NetBackup
for DB2 on Windows:

Snapshot Backup A snapshot is a disk image of the client's data made almost
instantaneously. NetBackup backs up the data from the snapshot
image, not directly from the client’s primary data. This allows client
operations and user access to continue without interruption during the
backup.

Instant Recovery (formerly  This feature makes backups available for “instant recovery” from disk.

Persistent Frozen Image or  Instant recovery combines snapshot technology—the image is created

PFI) without interrupting user access to data—with the ability to do rapid
disk-based restores. Optionally, the image is retained on disk as well as
backed up to storage.Instant recovery makes it possible to perform
block-level restores.

Offhost Backup An offhost backup shifts the burden of backup processingalternate
client, reducing the impact on the client's computing resources
ordinarily caused by a local backup. The backup agent reads the data
from the client disk and writes it to storage.

Proxy Method

Proxy method describes a special type of backup in which DB2 turns over control of the
data transfer to the NetBackup for DB2 Agent. During DB2 backup and restore operations,
a proxy method enables NetBackup for DB2 to manage the entire data movement between
the disks containing DB2 datafiles and the storage devices managed by NetBackup.

With a proxy method, NetBackup for DB2 obtains a list of files to back up through a DB2
API. NetBackup for DB2 Agent makes all decisions regarding how the data is moved and
when to move the data.
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Stream-Based Operations vs. File-Based Operations

Standard NetBackup for DB2 on Windows backups and restores are stream-based.
NetBackup for DB2 with Advanced Client operations are file-based. This section
illustrates the difference between these operation types.

Stream-Based Operations

Stream-based operations are the standard NetBackup implementation of conventional
backups and restores where NetBackup moves the data provided by the DB2 server
process. NetBackup simply captures the data stream content provided by DB2 commands.
If the user has specified multiple streams, then DB2 commands opens multiple streams
that NetBackup catalogs as separate images.

NetBackup for DB2 stream-based backup or restore

DB2 Server
DB2 database DB2 database
disk disk
Ej Control|commands Data Ej
NetBackup

File-Based Operations

In a file-based operation, NetBackup obtains a list of files requiring backup or restore
through a DB2 API. NetBackup for DB2 with Advanced Client performs the actual data
movement.
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NetBackup for DB2 with Advanced Client file-based backup or restore

DB2 database
disk

DB2 database
disk

Control commands

List of files
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How Does NetBackup for DB2 with Advanced Client Work?

NetBackup users or schedules start database backups or restores by specifying a template
or shell script in the backup selections list of the DB2 policy. The template or shell script
specifies objects or commands that will be used to perform the backup or restore on the
client. And Advanced Client backup of DB2 can also be initiated with the bpdb2proxy
command.

The agent checks that the policy it is using for the backup is configured with the
appropriate Advanced Client attributes. The agent then initiates file-based backups of the
DB2 files and uses the NetBackup Advanced Client interface to perform the actual data
movement.

The NetBackup for DB2 agent uses DB2 APIs to put the data files into quiesce/write
suspend mode. NetBackup then creates a snapshot of the files. Once the snapshot has
been created, NetBackup for DB2 uses the DB2 APIs to take the data files out of
guiesce/write suspend mode. The data files being backed up are quiesce/write suspend
mode only for the period of time it takes to create a snapshot of the data.

Sequence of Operation: Backup

For a backup operation, the NetBackup for DB2 agent performs the following steps:
1. Maps the DB2 logical identifiers into physical file locations.

2. Suspends write activity to the data files (quiesces the database).

3. Uses the Advanced Client method to create a snapshot image of the mapped files.
4. Enables DB2 write activity (unquiesces the database).

5. Backs up the snapshot image of the data files.

Sequence of Operation: Restore

For a restore operation, the NetBackup for DB2 agent performs the following steps:

1. Using the DB2 database and a point in time, locates the correct physical backup
images.

2. Disconnects all users from the database (brings the database offline).

3. Restores the images to the original database.
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4. Reruns the transactions from the log files.

5. Enables user connections to the database (brings the database online).

Database Objects Supported by Advanced Backup Methods

Currently, DB2 allows proxy method backups of databases, tablespaces, and datafiles at
the node level. As a result, NetBackup can use file-based Advanced Client backup
methods to back up these objects.

For archived redo logs, DB2 performs only conventional stream-based backups. This
means that NetBackup for DB2 must use stream-based backups for archived redo logs
even when using Advanced Client methods for the other database objects.

File-based and stream-based backups require different configuration. When configuring
NetBackup for DB2 with Advanced Client backups, be sure to configure policies that will
allow both kinds of backups. See “Types of Backups” on page 108 and “Schedule
Properties” on page 108 for details.

Multistreaming

The number of proxy copy backup streams to be started is controlled by the -s option on
the bpdb2proxy command or the sessions parameter in the Backup Options screen of the
Backup Wizard. NetBackup for DB2 splits the files into a number of groups as specified by
either of these parameters, based on file size. NetBackup for DB2 attempts to create
streams of equal size.
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Example: Using Multiple Channels for a DB2 Command with
Proxy Method

This NetBackup for DB2 sample command initiates a database backup on a per-node
basis, which includes the archived logs. The agent splits the files into 3 streams and
initiates a file-based backup for each stream. After the proxy backup is done, DB2 starts a
non-proxy conventional backup of the archived logs.

bpdb2proxy -backup -d sample -s 3 -n 0

Note This command must be performed for each node of the database.

- 100
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Configuring a Snapshot Backup

Snapshot Methods

Advanced Client supports a number of methods for creating a snapshot image. You can
select the method or let NetBackup select it based on your environment. For information
on selecting a method, see the NetBackup Advanced Client System Administrator’s Guide.

The snapshot method used is dependent on your hardware and software environment.
For a complete explanation of these dependencies, see the NetBackup Advanced Client
System Administrator’s Guide.

Before configuring a policy for alternate client backups, make sure the following have
been done:

*

For the FlashSnap and VVR snapshot methods, VXVM 3.2 or later (for UNIX) or
VxVM 3.1 or later (Windows) must be installed and volumes configured over the
primary host’s disks. The VxVM FlashSnap or VVR license must also be installed.

The user and group identification numbers (UIDs and GIDs) associated with the files
to be backed up must be available to both hosts (the primary client and the alternate
backup client).

The primary and alternate clients must be running the same operating system,
volume manager, and file system. For each of these 1/0 system components, the
alternate client must be at the same level as the primary client, or higher level. For
supported configurations, see the NetBackup Advanced Client System Administrator’s
Guide.

For a description of snapshot methods available for use with NetBackup for DB2 on
Windows, see the supported platforms matrix on the VERITAS support site.

V¥ To access the supported platforms information

1. Go to the VERITAS support web page: http://www . support .veritas.com.

2. From the Select Product Family list, choose NetBackup Products. The Select Product
window refreshes showing a list of NetBackup products.

3. Select one of the NetBackup products. The page refreshes and displays a search
window with four tabs:
¢ Documents
¢ Downloads
& Software Alerts
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¢ Compatibility
4. Select 5.1 in the Product Version drop-down field.
5. Select a Product Platform.

6. Click the Compatibility tab. The page will refresh showing documents that contain
compatibility information.

7. Click on the title of the document link for NetBackup Database Agent Compatibility
List. A document appears that contains a downloadable file that enables you to view
the supported database spreadsheet for this release.

Configuration Requirements

¢ Itisrecommended that the archived logs should reside on a different volume(s) from
the datafiles. If the logs are configured on the same volume(s) as the datafiles, they
will also be temporarily frozen while the snapshot is created. As a result, the DB2
process cannot access the logs when the database is active, so the database activity
may freeze until the logs become accessible again.

¢ The hardware and software required for the appropriate snapshot method is installed
and configured correctly. Refer to the NetBackup Advanced Client System Administrator’s
Guide. See the VERITAS Technical Support Web site for details on the snapshot
methods and platforms that are supported for your agent.

¢ NetBackup Advanced Client is installed and configured correctly and the license key
for this option has been registered. Refer to the NetBackup Advanced Client System
Administrator’s Guide for details.

¢ If you wish to perform offhost backups, perform any special configuration that is
required. See the NetBackup Advanced Client System Administrator’s Guide for
information on configuring for alternate client backups.

Configuring a DB2 Policy with Advanced Client Backup
Methods

This section explains what is necessary to configure snapshot and instant recovery
backups for a DB2 policy. For detailed instructions on configuring a DB2 policy refer to
“Configuring a NetBackup Policy” on page 23.

For information on how a snapshot method is automatically selected and details on the
types of backup methods, refer to the NetBackup Advanced Client System Administrator’s
Guide.
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Snapshot backups do not back up all database objects. Your backup configuration must
include policy types to perform file-based and stream-based backups in order to ensure
that the entire database can be successfully restored.

To configure DB2 snapshot or instant recovery backups a user needs to configure:
¢ A DB2-type policy with the following attributes:

¢ Snapshot methods for file systems where the datafiles reside

¢ A backup method on the policy attributes dialog

¢ Automatic Full Backup schedule type to perform file-based snapshot and offhost
backups of the datafiles

¢ A MSWindowsNT type policy to perform a stream-based backup of archived logs.
Note that DB2 does not support proxy backups of database archived logs. These files
are backed up using standard user-exit operations.

For details on policy attributes that differ for a NetBackup for DB2 with Advanced Client
policy, see the following sections:

& “Types of Backups” on page 108
¢ “Schedule Properties” on page 108
¢ “Templates and Scripts” on page 109

Only one snapshot method can be configured per policy. If, for instance, you want to
select one snapshot method for clients a, b, and ¢, and a different method for clients d, e,
and f, then you would need to create two policies for each group of clients and select one
method for each policy.

The following types of snapshot backups can be configured:

¢ snapshot backup

< instant recovery, snapshot to disk and to tape

& instant recovery, snapshot to disk only

The following type of offhost backup method can be configured:

o alternate client

V¥ To configure a snapshot policy (with optional offhost backup)
1. Open the policy you wish to configure.
2. Click on the Attributes tab.

3. Select the DB2 policy type.

Chapter 6, NetBackup for DB2 with Advanced Client 103 =



Configuring a Snapshot Backup

4. Select a Policy storage unit.

Add New Policy - DB2Snap =

) Palicy type: ¥ Active. Gointo effect at
Select the policy type. - [ [pg2 = [“ar29/2000 = a27.09.80 =
 Destingtion ——————— I Follow HFS
i Policy storage unit: X
Select appropriate storage & = I=| Cross mourt paints
. . =] db-disl A
unit or storage unit group. ™| Caollect true image restore infarmation
Policy volume poal: . .
| with o detection
INetBackup j [Fequired for synthetic backups]
I | Checkpoint restart exery: I | Compression
ID _|:;' rirtes: ™ Enciyption
I Limit jobs per policy: ™| Collect disaster recoyvery information
_:| ™| fsllew rrultiple: data streams:
Job priority: Keyward phrase: [optional]

Click Perform snapshot

0 <1 [higher number iz
=l qgreater priority] I

backu ps. —Advanced Client
I | Perform black level incremental backups
¥ Perform shapshot backups &dvanced Snapshot Dptions...
™ Retain snapshats for instant recovery
[V Perform offhost backup
) . //("' Usze alternate client 7 Uze data mover
(Optional) Click Perform % | | |
Offhost backup and specify a
method. QK I Cancel | Help |

Any_available is not supported for data movers (NetBackup Media Server or
Third-Party Copy Device).

Note If you are using third party copy as your offhost backup method, you must override
the policy storage unit by specifying a locally attached storage unit for the
Application Backup schedule. (This schedule is necessary to back up the archived
redo logs and control file.)

5. Click Perform snapshot backups.

Note For Instant Recovery configuration steps, see “To configure a policy for instant
recovery” on page 106.

6. Choose to have NetBackup select the snapshot method or select the snapshot method
manually.
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¢ By default, NetBackup will choose a snapshot method for you. If you have
changed this setting and want NetBackup to choose the method automatically,
click Advanced Snapshot Options and from the Snapshot method for this policy
list, choose auto.

¢ If you wish to use a specific snapshot method, click Advanced Snapshot Options
and from the Snapshot method for this policy list, choose the method you wish
to use for this policy.

See the NetBackup Advanced Client System Administrator’s Guide for details about
selecting the snapshot method and automatic snapshot selection.

7. To configure schedules, click on the Schedules tab.

See “Types of Backups” on page 108 for information on how these schedules differ for
an DB2 policy that supports Advanced Client methods. See “Schedule Properties” on
page 108 for an explanation on how the properties differ for a schedule that supports
Advanced Client methods.

8. Optional: If you wish to reduce the processing load on the client, perform the
following steps:

a. The alternate client must be the client that shares the disk array. This option may
require additional configuration. Refer to the NetBackup Advanced Client System
Administrator’s Guide.

b. Select Perform offhost backup.

c. Click Use alternate client and enter the name of the alternate client.

Note Use data mover is not a supported option for NetBackup for DB2 on Windows.

Note If you are using third party copy as your offhost backup method, you must override
the policy storage unit by specifying a locally attached storage unit for the
Application Backup schedule. (This schedule is necessary to back up the archived
redo logs and control file.)

9. Use the Clients tab to specify clients to be backed up by this policy.
Refer to “Configuration” on page 19 for details on adding clients to a policy.

Note that for NetBackup 5.1, it is no longer possible to configure a snapshot method
on a per-policy, per client basis. Snapshot options are applied to all clients controlled
by that policy.

10. Use the Backup Selections tab to enter the template or script.
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See “Templates and Scripts” on page 109 for information about using templates and
scripts with a NetBackup for DB2 with Advanced Client policy.

11. Configure other attributes and add any further desired schedules. Refer to
“Configuration” on page 19 for more information.

For instant recovery, configure an DB2 policy for snapshot backup as described in the
above procedure. Additional configuration for instant recovery is described in the
following procedure.

V¥ To configure a policy for instant recovery
1. Open the policy you wish to configure.

2. Click on the Attributes tab.

3. Select the DB2 policy type.

5
Aftributes |@ Schedulesl Elientsl () Backup Selectionsl
Select the policy tvpe Palicy type: ¥ Active. Gointo effect at
policy type. 7 |pe2 =l | 4232004 =S| 82317 60 =5
 Destingtion ——————— | Follow HFS
Policy storage unit:

™| Cross mourt poitts

Select appropriate storage
unit or storage unit group.

[S db-disk =l

Policy volume poal:

™| Caollect true image restore infarmation

| with o detection

INetBackup j [Fequired for synthetic backups]
I | Checkpoint restart exery: I | Compression
ID _|:;' rirtes: ™ Enciyption
I Limit jobs per policy: ™| Collect disaster recoyvery information
_:| ™| fsllew rrultiple: data streams:
. Job priority: ) ) Kepword phraze: [optional]
Click Perform snapshot 0 =] (higher number is [
backu s qgreater priority]
PS. —Advanced Client
Click here to enable instant = Perfarm black level incremental backups
recovery. ~——— T IV Perform snapshet backups Advanced Snapshot Options...
[~ ¥ Retain snapshats for instant recovery
™ Perform offhost backup
1 sz altemate clisnt 1 Use data mover
I INetBackup Media Server j
QK I Cancel | Help |
4. Select a Policy storage unit.
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If you select Instant recovery backups to disk only on the Schedules tab (see step 8),
the storage unit is not used for proxy file-based backups. You must configure a
storage unit if you plan to use the same policy for stream-based backups of control
files and archived redo logs.

5. Click Perform snapshot backups.

6. Choose to have NetBackup select the snapshot method or select the snapshot method
manually.

¢ By default, NetBackup will choose a snapshot method for you. If you have
changed this setting and want NetBackup to choose the method automatically,
click Advanced Snapshot Options and from the Snapshot method for this policy
list, choose auto.

¢ If you wish to use a specific snapshot method, click Advanced Snapshot Options
and from the Snapshot method for this policy list, choose the method you wish
to use for this policy.

See the NetBackup Advanced Client System Administrator’s Guide for details about
selecting the snapshot method and automatic snapshot selection.

7. Select Retain snapshots for instant recovery.

NetBackup retains the snapshot on disk, so that instant recovery can be performed
from the snapshot. A normal backup to storage is also performed, if you do not select
Instant recovery backups to disk only (see step 8).

8. To configure schedules, click on the Schedules tab.

a. Follow the instructions in the “Configuration” chapter earlier in this manual to
configure an Application and Automatic schedule.

See “Types of Backups” on page 108 for information on how these schedules
differ for an DB2 policy that supports Advanced Client methods. See “Schedule
Properties” on page 108 for an explanation on how the properties differ for a
schedule that supports Advanced Client methods.

b. Optional: If you wish to create a disk image only, open the Automatic Backup
schedule and select Instant recovery backups to disk only.

¢ If Disk-only backup is selected, the image is not backed up to tape or other
storage. NetBackup creates a disk snapshot only. Note that this disk snapshot
is not considered a replacement for traditional backup.

¢ If Disk-only backup is not selected, NetBackup creates a disk snapshot and
backs up the client’s data to the storage unit specified for the policy.
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Types of Backups

The Backup Types available on the Schedules tab of the policy play a different role for
NetBackup for DB2 with Advanced Client backups.

Description of Backup Types for DB2

Application Backup

Automatic Full
Backup,

Automatic
Differential
Incremental Backup,
Automatic
Cumulative
Incremental Backup

The Application Backup schedule enables stream-based NetBackup
operations. The Default-Application-Backup schedule is automatically
configured as an Application Backup schedule.

Note If you are using third party copy as your offhost backup method, you
must override the policy storage unit by specifying a locally attached
storage unit for the Application Backup schedule.

For file-based proxy method backups, the Automatic backup schedule types
serve two purposes:

+ Automatic backup schedules automatically start the backups by running
the NetBackup for DB2 scripts or templates.

Automatic backup schedules perform the actual file-based snapshot
backups of the database objects.

Note Selecting any of the Automatic backup schedule types will result in a
full backup.

Schedule Properties

Some of the schedule properties have a different meaning for Advanced Client database
backups than for a regular database backup. These properties are explained below.

Other schedule properties that are specific to DB2 backups are described in “Schedule
Properties” on page 39.

Description of Schedule Properties

Property

Description

Retention

Frequency based scheduling

For proxy backups, NetBackup for DB2 uses the Automatic Full Backup,
Automatic Differential Incremental Backup, or Automatic Cumulative
Incremental Backup retention period to specify how long to keep proxy
file-based backup images.

Calendar based scheduling

For proxy backups, NetBackup for DB2 with Advanced Client uses the
Automatic Full Backup, Automatic Differential Incremental Backup, or
Automatic Cumulative Incremental Backup retention period to specify how
long to keep proxy file-based backup images.
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Description of Schedule Properties(Continued)

Property Description

Multiple copies For proxy file-based backups, configure Multiple copies on the automatic
backup schedule.

Templates and Scripts

You can use a template created by the NetBackup for DB2 Template Generation wizard to
perform NetBackup for DB2 with Advanced Client backups. Once created, templates are
stored on the NetBackup master server and are available for use by other NetBackup for

DB2 clients. See “Creating Templates and Shell Scripts” on page 64 for details on creating
a backup template.

Whether you use a template or script, you must enable the advanced backup method for
your clients by configuring the Advanced Client methods on the Attributes tab of the
policy. At run time, the template checks the policy attributes to determine if an Advanced
Client backup method is configured, and initiates the proxy file-based backup.

If you choose to use a script, the script must be located on each client that will be backed
up by the policy. You must include the DB2 bpdb2proxy command in the script to enable
the advanced backup method.
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Using NetBackup for DB2 with Advanced Client

Once configuration is complete, performing NetBackup for DB2 with Advanced Client
backups and restores is similar to regular NetBackup for DB2 operations. Differences are
highlighted in the following sections.

Performing Backups

There are three ways to perform NetBackup for DB2 backups with Advanced Client:
¢ server-directed, automatic and scheduled from the master server
¢ user-directed, via template creation and execution on the client

¢ user-directed, from the command line as a DB2 user (with the bpdb2proxy
command)

Note All three of these methods require a DB2 policy with Advanced Client
configuration.

Server-Directed Backups

The configuration procedures in this chapter describe the process for configuring policies
for DB2 backups with Advanced Client. See “Configuring a DB2 Policy with Advanced
Client Backup Methods” on page 102. These policies will result in Advanced Client
backups for the DB2 database.

User-Directed Backups Using Templates

To perform a backup from the Backup, Archive, and Restore interface, you can run a
template through DB2 Template Administration (by clicking Actions>Administer
Templates>DB?2). You can also create a new template using the DB2 Backup Wizard, and
run the template from the Template Complete screen.

The backup that results from the template will be an Advanced Client backup if the policy
for the client is configured for Advanced Client methods. You can specify the policy by
adding the client to that policy on the master server.

User-Directed Backups Using bpdb2proxy

Use the bpdb2proxy command to perform an Advanced Client backup of your DB2
database from the command line. You must be the DB2 user to use the bpdb2proxy
command. For backups, specify the -backup option with bpdb2proxy.
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The following is the syntax for using bpdb2proxy to back up a DB2 database with an
Advanced Client method:

bpdb2proxy -backup -d<DBALIAS> -u<USER> -p<PASSWORD>
For Windows, -u and -p are required.

The following options are also available:

-S specifies session

-n specifies node (default is 0)

Performing Restores

Perform NetBackup for DB2 Advanced Client restores from the DB2 client. There are two
methods available for restoring an Advanced Client backup of a DB2 database:

¢ user-directed, via template creation and execution on the client

¢ user-directed, from the command line as a DB2 user (with the bpdb2proxy
command)

User-Directed Restores Using Templates

To perform a restore from the Backup, Archive, and Restore interface, use the NetBackup
for DB2 Restore Wizard to select the files you want to restore and the parameters for the
restore. If the backup image in the catalog was created with Advanced Client methods, the
restore will use Advanced Client methods.

User-Directed Restores Using bpdb2proxy

Use the bpdb2proxy command to perform an Advanced Client restore of your DB2
database from the command line. You must be the DB2 user to use the bpdb2proxy
command. For restores, specify the -restore option with bpdb2proxy.

Note The backup image you restore with bpdb2proxy must be from an Advanced Client
method backup, otherwise, the restore will fail.

The following is the syntax for using bpdb2proxy to restore a DB2 database with an
Advanced Client method:

bpdb2proxy -restore -d<DBALIAS> -u<USER> -p<PASSWORD>

For Windows, -u and -p are required.
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The following options are also available:

-S specifies session
-n specifies node (default is 0)
-t specifies time of backup (mm/dd/yyyy[HH:MM:SS])
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Troubleshooting V4

NetBackup, NetBackup for DB2 on Windows, and the DB2 commands all provide reports
on database operations. These reports are useful for finding errors associated with those
applications.

This chapter presents the following topics:

NetBackup Reports

Setting the Debug Level

Preventing Timeout Failures on Large Database Restores

Using NET_BUFFER_SZ to Speed Up a Slow Restore

False Restore Failures Reported in the Activity Monitor

* 6 ¢ o o o
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NetBackup Reports

The NetBackup server and client software allow you to set up detailed debug logs for
troubleshooting problems that occur outside of either NetBackup for DB2 on Windows or
the DB2 commands. See the NetBackup Troubleshooting Guide for UNIX and Windows for a
complete description of debug logs. Also see the
install_path\NetBackup\logs\README . debug file.

Note These logs do not reveal errors that occur during the execution of the DB2
commands, unless those errors also affect NetBackup for DB2. DB2 may (or may
not) use the NetBackup for DB2 logs for errors in the application. Your best sources
for DB2 error information are the logs provided by DB2.

Note In general, each debug log corresponds to a NetBackup process and executable.

To enable the NetBackup for DB2 on Windows logs

1. Create the following folders on the client;
install path\NetBackup\logs\bphdb
install path\NetBackup\logs\bpdb2

% cd install path\NetBackup\logs\
% mkdir bphdb
% mkdir bpdb2
2. Make sure there is share access to the log folders.

The following sections describe the logs created when you create the log directories. Use a
text editor to view the contents of the logs.

bphdb Folder on the Client

The install_path\NetBackup\logs\bphdb folder contains the following types of logs.
These logs are a good starting place to determine what type of error occurred.

db2_ stdout.mmddyy.hhmmss.txt

Unless redirected elsewhere, NetBackup places DB2 script output in this file.
db2 stderr.mmddyy.hhmmss.txt

Unless redirected elsewhere, NetBackup places DB2 script errors in this file.

mmddyy . 1og
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bphdb is the NetBackup Database Backup binary. This log contains
debugging information for the bphdb process. NetBackup for DB2 on
Windows uses this client process for DB2 script execution. It is invoked when
an automatic backup schedule is executed.

bpdb2 Folder on the Client

The install path\NetBackup\logs\bpdb2 folder contains the following execution
log.

mmddyy . 1og

This log contains debugging information and execution status for the DB2
NetBackup client processes linked to the library program provided with
NetBackup for DB2 on Windows.

install path\NetBackup\logs\

NetBackup Server Reports

NetBackup provides other reports that are useful in isolating problems. One such report is
All Logs Entries on the server. See the NetBackup System Administrator’s Guide for Windows,
Volume | or NetBackup System Administrator’s Guide for UNIX, Volume | for a description of
this and other reports.

Setting the Debug Level

You can control the amount of information written to the debug log in the
install_path\NetBackup\logs\ folders by changing the Database debug level. The
higher the value, the more information is logged. In everyday normal operations, the
default value of 0 is sufficient. However, VERITAS Technical Support may ask you to set
the value higher when a problem is being analyzed. 5 is the highest possible setting.

V¥ To change the Debug Level

1. From the Start button, click Programs>VERITAS NetBackup>Backup, Archive, and
Restore.

The Backup, Archive, and Restore interface appears.

2. Choose File > NetBackup Client Properties.
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3. Inthe NetBackup Client Properties dialog, select the Troubleshooting tab.

NetBackup Client Properties =

ﬁenerall Exclude ListI Include ListI ﬁackupsl Metwork  Troubleshooting |

— Debug Level

General:

p

Sl
o
L.

T
=
&
=

Werbose:

ID _Ij 0

[+

Databaze:

[+

QK I Cancel | Help |

By default, the settings are zero.

4. Set the Database debug level to adjust the amount of information from the NBDB2
vendor library.

5. Set the Verbose level to adjust the amount of information from the user-exit program.

Note Information from both settings will be logged to the same file, nmddyy . 1og

Preventing Timeout Failures on Large Database Restores

Large database restores sometimes fail when multiple restore sessions compete for
resources. In this situation, a restore session can be delayed waiting for media or device
access. If the delay is too long, the restore session times out.

This problem can be resolved by increasing the Client Read Timeout property, which
prevents session timeouts and allows the restores to complete successfully.

Use the NetBackup Administration Console on the server to change the properties of each
client that contains a database you may need to restore. The Client Read Timeout
property is found on the Timeouts host properties dialog of the master and media servers.
The default for the Client Read Timeout setting is 300 seconds (5 minutes). For database
agent clients, increase the value significantly to prevent timeout errors, e.g. 30 minutes.

- 116 NetBackup for DB2 System Administrator’s Guide for Windows



Using NET_BUFFER_SZ to Speed Up a Slow Restore

Using NET_BUFFER_SZ to Speed Up a Slow Restore

When the restore is slow you can speed it up by creating a file in the NetBackup install
folder, install_path\NetBackup\NET_BUFFER_SZ, on the NetBackup master server. In
the file, add the size of the socket you want to set in number of bytes. For example, 32768
bytes = 32K.

Note This only applies when the NetBackup master server is a UNIX machine.

False Restore Failures Reported in the Activity Monitor

In some restore scenarios reports a successful restore status while the NetBackup Activity
Monitor reports failures. When performing a restore, DB2 may read a portion of a backup
image and not the entire image. For example, an incremental image is read once to obtain
information for performing an automatic restore, and read again to actually restore data.
The first access is discontinued by DB2 before reading the entire image, which is reported
as an error in the NetBackup Activity Monitor. Later, DB2 reads the entire image for
restoring. An error reported in the Activity Monitor does not necessarily indicate a failed
restore. Users should consult the status reported by DB2, and respond accordingly.

Reason Code

The following reason code can occur while accessing the NetBackup DLL during the
processing of a DB2 database utility BACKUP or RESTORE. Refer to the log files for more
detail information about an error message.

1

Message (from DB2):
SQL2071N An error occurred while accessing the shared library
“C:\incorrect\path\nbdb2.d11”. Reason code: “1”.

Cause:
The vendor library cannot be found or accessed.

Action:
Verify that the correct path is specified, and that the vendor library exists and has
the correct file access permissions.

———
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300
Message:

ERR - No match for a database image file was found based on
the following criteria.

Cause:

The restore criteria of database name, instance, type, and backup time object can
not be found in the NetBackup database.

Action:
Make sure the image you are trying to restore exist by using bplist to list it.
Make sure the correct instance is being used.
Make sure the correct values are set in db2 . conf.

If logging is turned on, check the current log file in
install path\NetBackup\logs\bpdb2 folder for more information.

305
Message:
ERR - found more than one object.
Cause:

More than one DB2 backup images were found in the NetBackup database that
matched the restore criteria of database name, instance, type and backup time.

Action:
This should not happen under normal operation.

If logging is turned on, check the current log file in
install path\NetBackup\logs\bpdb2 folder for more information.

310
Message:
ERR - bp.config failed with <%d> status.
Cause:
Unable to read configuration file.
Action:

Make sure this file exists and is properly configured.
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If logging is turned on, check the current log file in
install path\NetBackup\logs\bpdb2 folder for more information.

330
Message:
ERR - Invalid options encountered for action %s.
Cause:
Invalid option(s) encountered for the action. The %s is for a string that will be
inserted according to the error condition.
Action:
Make sure the action parameters are used properly.
335
Message:
ERR - in get DB2 UDB level.
Cause:
NetBackup server and NetBackup DB2 DLL are not the same level.
Action:
Make sure NetBackup and DB2 DLL are the same level. Check the log file in
install path\NetBackup\logs\bpdb2 folder for the version number of the
DLL and the version number for NetBackup. If they are not the same, you will
need to install the same level.
380
Message:
ERR - db2.conf read status error <%ds>.
Cause:
db2.conf read status error.
Action:

Make sure the folder is accessible with read and write permissions. Also make
sure the file exists and has read permission.
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385
Message:

ERR - Found multiple <DATABASE> entries before an <ENDOPER>
entries was encountered.

Cause:

Found multiple DATABASE entries before an ENDOPER entries was encountered
in the install_path\NetBackup\dbext\db2\db2 . conf file.

Action:
Remove the extra DATABASE entry.

390
Message:

ERR - Found multiple <OBJECTTYPE> entries before an
<ENDOPER> entries was encountered.

Cause:

Found multiple OBJECTTYPE entries before an ENDOPER entries was
encountered in the install_path\NetBackup\dbext\db2\db2 . conf file.

Action:
Remove the extra OBJECTTYPE entry.

395
Message:

ERR - Found multiple <POLICY> entries before an <ENDOPER>
entries was encountered.

Cause:

Found multiple POLICY entries before an ENDOPER entries was encountered in
the install_path\NetBackup\dbext\db2\db2 . conf file.

Action:

Remove the extra POLICY entry.

400

Message:
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ERR - Found multiple <SCHEDULE> entries before an <ENDOPER>
entries was encountered.

Cause:

Found multiple SCHEDULE entries before an ENDOPER entries was
encountered in the install_path\NetBackup\dbext\db2\db2 . conf file.

Action:

Remove the extra SCHEDULE entry.

405
Message:

ERR - Found multiple <ARCFUNCs>entries before an <ENDOPER>
entries was encountered.

Cause:

Found multiple ARCFUNC entries before an ENDOPER entries was encountered
in the install_path\NetBackup\dbext\db2\db2. conf file.

Action:
Remove the extra ARCFUNC entry.

410
Message:

ERR - Found multiple <ARCDIR> entries before an <ENDOPER>
entries was encountered.

Cause:

Found multiple ARCDIR entries before an ENDOPER entries was encountered in
the install_path\NetBackup\dbext\db2\db2 . conf file.

Action:

Remove the extra ARCDIR entry.

415
Message:

ERR - Found multiple <RETDIR> entries before an <ENDOPER>
entries was encountered.

Cause:
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Found multiple RETDIR entries before an ENDOPER entries was encountered in
the install_path\NetBackup\dbext\db2\db2 . conf file.

Action:

Remove the extra RETDIR entry.

420
Message:
ERR - need to specify a valid POLICY or SCHEDULE in db2.conf
for <DATABASE %s> and <OBJECTTYPE %s>.
Cause:
Policy name or schedule name is not specified in the POLICY SHEDULE entry in
the install_path\NetBackup\dbext\db2\db2 . conf file.
Action:
Add an appropriate policy name or schedule name to the POLICY or SCHEDULE
entry.
425
Message:
ERR - need to specify a valid ARCDIR in db2.conf: Errno = %d
%s.
Cause:
Invalid ARCDIR is specified in db2 . conf.
Action:
Add an appropriate folder name to the ARCDIR entry.
430
Message:
ERR - ARCDIR field needs to be specified in the db2.conf
file.
Cause:
No ARCDIR entry found in the
install_path\NetBackup\dbext\db2\db2.conf file.
Action:
————
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Add ARCDIR field to the install_path\NetBackup\dbext\db2\db2 . conf file
with an appropriate folder name as a parameter.

435
Message:
ERR - RETDIR field needs to contain a valid file when
OBJECTTYPE is equal to ARCHIVE: $%s.
Cause:
RETDIR field does not contain a valid file.
Action:
RETDIR field needs to contain a valid file when OBJECTTYPE is equal to
ARCHIVE in the install_path\NetBackup\dbext\db2\db2.conf file.
440
Message:
ERR - COPY or SAVE needs to be specified for ARCFUNC when
OBJECTTYPE is equal to ARCHIVE.
Cause:
Found OBJECTTYPE equal to ARCHIVE but no ARCFUNC is found in the
db2.conf file.
Action:
Need to specify a copy or save parameter for ARCFUNC when OBJECTYPE is
equal to ARCHIVE.
445
Message:
ERR - Invalid <OBJECTTYPE> entries: <%s>.
Cause:
Invalid OBJECTTYPE entry in the
install_path\NetBackup\dbext\db2\db2 . conf file.
Action:
Add the appropriate object type to the
install_path\NetBackup\dbext\db2\db2 . conf file.
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450
Message:
ERR - OBJECTTYPE entry needs to be specified.
Cause:
OBJECTTYPE entry is not specified in the
install_path\NetBackup\dbext\db2\db2 . conf file.
Action:
Add the appropriate object type to the
install_path\NetBackup\dbext\db2\db2.conf file.
455
Message:
ERR - POLICY entry needs to be specified.
Cause:
POLICY entry is not specified in the
install_path\NetBackup\dbext\db2\db2.conf file.
Action:
Add the appropriate policy hame to the POLICY entry in the
install_path\NetBackup\dbext\db2\db2.conf file.
502
Message:
NetBackup DB2 Handle Invalid
Cause:
Internal communication between DB2 and NetBackup has failed.
505
Message:
The input parameters supplied by DB2 are not valid.
Cause:
This may result from using an unsupported version of DB2
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507
Message:
NetBackup Initialize Failed
Cause:

NetBackup encountered errors in preparing for the requested operation. This
may result from improper configuration.

510
Message:
NetBackup Read Config Failed
Cause:
NetBackup encountered errors in reading configuration settings.
Action:

Check that the NetBackup client & server settings have been configured, and that
the db2 . conf file exists and has been configured.

511
Message:
NetBackup Write Config Failed
Cause:

NetBackup encountered errors in preparing for the requested operation. This
may result from improper configuration.

513
Message:
NetBackup Begin Action Failed
Cause:

NetBackup encountered errors when attempting to start the requested operation.
This may indicate a problem in obtaining necessary resources.

514
Message:

NetBackup Create Image Failed
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Cause:

NetBackup encountered errors when attempting to create a backup image.

515
Message:
NetBackup Get Image Failed
Cause:

NetBackup encountered errors when attempting to access a backup image.

516
Message:
NetBackup Find Image Failed
Cause:

NetBackup encountered errors when attempting to locate a backup image.

518
Message:
NetBackup Write Failed
Cause:

NetBackup encountered errors when writing a backup image.

520
Message:
NetBackup Read Failed
Cause:

NetBackup encountered errors when reading a backup image

523
Message:
NetBackup Commit Data Failed
Cause:

NetBackup encountered errors when attempting to close the backup image.
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524
Message:
NetBackup Commit Action Failed
Cause:
NetBackup encountered errors when attempting to complete the requested
operation.
526
Message:
NetBackup Abort Action Failed
Cause:
NetBackup encountered errors when attempting to abort the previously
requested operation.
528
Message:
NetBackup Delete Image Failed
Cause:
NetBackup encountered errors when attempting to expire an incomplete backup
image. This typically indicates the previous operation has failed, and DB2 is
attempting to delete any incomplete image.
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Configuration for a DB2 EEE (DPF)
Environment A

Note In a DB2 EEE (DPF) environment, the NetBackup client and NetBackup for DB2 on

Windows software must be installed on every client used by DB2.

This appendix contains instructions for configuring NetBackup for DB2 in an
Extended-Enterprise Edition (EEE) or Database Partitioning Feature (DPF) environment.
In this appendix, all instructions that refer to an EEE environment are also applicable for a
DPF environment.

The following is the configuration procedure.

1.

Configure media.

The instructions for configuring the Media Manager for DB2 EEE are the same as
those for DB2. Refer to “Configuring Media Using Media and Device Management”
on page 21.

Set the Maximum Jobs per Client property.

The instructions for setting the Maximum Jobs per Client property for DB2 EEE are
the same as those for DB2. Refer to““Setting the Maximum Jobs Per Client Property”
on page 21.

Add NetBackup policies for the DB2 EEE environment.

The instructions for adding policies to NetBackup are different for DB2 EEE. Refer to
“Adding NetBackup Policies for DB2 EEE Environment” on page 130.

Create DB2 Scripts for the DB2 EEE environment.

The instructions for creating scripts for DB2 EEE are the same as those for DB2. Refer
to “Creating Templates and Shell Scripts” on page 64.

Also refer to “Creating DB2 Scripts or Templates for a DB2 EEE Environment” on
page 134 to view a DB2 EEE script.

Create a db2 . conf file.
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The instructions for configuring the db2 . conf files for DB2 EEE are the same as those
for DB2. Refer to “Configuring the Run-Time Environment” on page 57.

Test NetBackup for DB2 EEE configuration settings.

The instructions for testing DB2 EEE configuration settings are the same as those for
DB2. Refer to “Testing NetBackup for DB2 on Windows Configuration Settings” on
page 73.

Adding NetBackup Policies for DB2 EEE Environment

A DB2 EEE environment requires two separate DB2 policies: one for an Application
Backup schedule type of backup and another for an Automatic Full Backup, Automatic
Differential Incremental Backup, or Automatic Cumulative Incremental Backup schedule
type of backup.

To back up archive logs it will be necessary to add a separate MS-Windows-NT-type
policy.
The following policies must be configured for a DB2 EEE environment.

*

*

A DB2 type policy that has an Automatic Full Backup, Automatic Differential
Incremental Backup, or Automatic Cumulative Incremental Backup backup type
schedule.

This policy should contain only one Automatic Full Backup, Automatic Differential
Incremental Backup, or Automatic Cumulative Incremental Backup backup schedule
type. It includes only the clients that:

¢ contain the system catalog
¢ runaDB2 script.

The script uses the IBM db2 all.bat command to archive the catalog nodes before
any other node is backed up. For configuration instructions, see the next topic “To
Create a DB2 policy with Automatic Backup schedule type” on page 131.

A DB2 type policy with an Application Backup schedule type.

This policy should contain only one Application backup schedule type . This policy
includes all clients to be backed up in the client list, including the catalog node. For
configuration instructions, see the “To create a DB2 policy with Application Backup
schedule type” on page 132.”

MS-Windows-NT type policy with a User Backup type schedule.

For configuration instruction, see “To Create an MS-Windows-NT Policy” on
page 132.
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V¥ To Create a DB2 policy with Automatic Backup schedule type

Note Do not specify this policy or schedule name in the
install path\NetBackup\dbext\db2\db2.conf file.

1. Add anew policy, as specified in “Configuring a NetBackup Policy” on page 23
2. Specify the general attributes for the policy:

a. Select DB2 for the policy type.

b. Specify other attributes as desired.
3. Delete the schedule called Default-Application-Backup.

4. Configure a schedule for an Automatic Full Backup, Automatic Differential
Incremental Backup, or Automatic Cumulative Incremental Backup type of backup.

When the NetBackup scheduler invokes an Automatic Full Backup, Automatic
Differential Incremental Backup, or Automatic Cumulative Incremental Backup type
of backup, NetBackup for DB2 on Windows will execute the DB2 scripts listed in the
Backup Selections list, on each client listed in the Client list.

Since all the DB2 scripts execute during automatic backups, you may need a separate
DB2 policy for each type of backup you want to execute automatically on the same
database. For example, to perform both full and tablespace backups of the same
database, two different DB2 scripts are required. If you put both DB2 scripts in the
same DB2 policy, NetBackup for DB2 on Windows executes both of them during each
Automatic Backup session for that DB2 policy. This means that you will be
performing both full and tablespace backups during the same backup type, which is
normally undesirable.

5. Configure the Backup Selections list.

Note Specify a Backup Selections list if unattended scheduled backups are going to be
performed.

List the DB2 scripts that you want to execute on the client. Always specify the full
path name for a DB2 script in the Backup Selections list. For example:

\NetBackup\dbext\db2\samples\db2 mpp db offline.cmd

Note The scripts provided are not intended for production. Modify these scripts to suit

your needs.
B _ B R ———
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See “Creating DB2 Scripts or Templates for a DB2 EEE Environment” on page 134 for
information on creating a DB2 script.

Caution NetBackup does not interpret a DB2 script. Be sure to use the correct DB2 script
name in the file list to prevent an error or possibly a wrong operation.

6. Specify all DB2 clients that will run the DB2 script. These must be the clients that
contain the system catalog.

7. Click OK.

The Add New Policy dialog box closes. The policy you just configured appear in the
policy list.

To create a DB2 policy with Application Backup schedule type

Note The name of the policy must be specified in the
install_path\NetBackup\dbext\db2\db2.conf file on the client.

1. Add anew policy, as specified in “Configuring a NetBackup Policy” on page 23
2. Specify the general attributes for the policy:

a. Select DB2 for the policy type.

b. Specify other attributes as desired.

3. Double-click the schedule called Default-Application-Backup. Configure the schedule
properties for an Application Backup schedule type.

4. Specify the clients that you want to back up. The client must:
¢ Have DB2 UDB installed
¢ Have NetBackup for DB2 on Windows installed

Note No Backup Selections list is required for a User Backup policy.

5. Click OK.
The Add New Policy dialog box closes. The policy you just configured appear in the
policy list.

To Create an MS-Windows-NT Policy

An MS-Windows-NT type policy must be added when:

v
v
e
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¢ wuserexit forlogging is turned on in DB2 UDB.

¢ Clientis a WindowsNT/2000 machine.

Note The name of the policy must be specified in the

install_path\NetBackup\dbext\db2\db2.conf file on the client.

1. Add a new policy, as specified in “Configuring a NetBackup Policy” on page 31.

2. Specify the general attributes for the policy:

a.

b.

Select MS-Windows-NT for the policy type.

Specify other attributes as desired.

3. Add aschedule:

a.

b.

Type the name of your schedule.

In the Type of Backup box, select User Backup.

This is a user backup that is started by the NetBackup for DB2 on Windows
user-exit program on the client. This schedule specifies the criteria for DB2
archive logs file backups. A User Backup schedule enables user controlled
NetBackup operations performed on the client.

In the Retention box, set the time period needed to retain two full backups of
your database.

For example, if your database is backed up once every Sunday morning, select a
retention period of at least two weeks.

In the Start Window section of the Schedules dialog, set the time of day when
you want backups to occur.

This schedule must encompass all of the time periods during which DB2 UDB can
call the user-exit program.

Note

No Backup Selections list is required for a User Backup policy.

4. Specify the clients that you will be backing up. The client must have:

¢ DB2 UDB installed
¢ NetBackup for DB2 on Windows installed

5. Click OK.
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The Add New Policy dialog box closes. The policy you just configured appears in the
policy list.

Creating DB2 Scripts or Templates for a DB2 EEE
Environment

Templates

Templates are currently limited to operating on a single NetBackup client. If your
EEE/DPF environment spans multiple machines, you must create at least one template
for each machine. For example, assume your database spans two hosts, and host H1
contains partition P1, and host H2 contains partitions P2 and P3. You will need at least 2
templates:

¢ One template for partition P1 on host H1

¢ Onetemplate for partitions P2 and P3 on host H2.

Caution Proper backup and restore of the catalog partition is the user's responsibility.
Generally, it is recommended that the catalog partition is the first node backed
up, and also the first partition restored. Refer to the DB2 Data Recovery Guide for
details.

For information on creating Backup templates, see “Using the NetBackup for DB2 Backup
Wizard” on page 67. For information on creating recovery templates, see “Using the
NetBackup for DB2 Recovery Wizard” on page 85.

Roll-forward recovery to a point-in-time is not currently supported. DB2 requires that PIT
recovery is executed via the same operation for all partitions and tablespaces on all
machines. Templates do not currently support spanning machines.

Scripts

v

To create scripts for a DB2 EEE Environment

1. Copy the example scripts to a different directory on your client. DB2 scripts must be
in a safe location. For clustered environments, this location should be available after a
failover.

2. Modify the script
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a. Use atext editor to open the script.

b. Follow the instructions in the script.

Note Test the scripts you just created by backing up the policy as explained in “Testing
NetBackup for DB2 on Windows Configuration Settings” on page 73.
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